«YTBEPXIAIO»

Hupexrop I'KOVY «C(x)uNelO» r. Opcka
C.I1. Onumenko

YACTHAA MOJAEJIb YT'PO3 BE3OITACHOCTH
IHEPCOHAJIBHBIX TAHHBIX, ObPABATBIBAEMBbIX
B 1 C: byxraarepus

YJ1eHbl KOMUCCHUU:

Opck, 2023



2

AHHOTALUSA

Hacrosmuii TOKyMEHT COIACPYKUT OMHCAHHE MOICIU yrpo3 HH(OPMAIMOHHOW OE30MacCHOCTH
MepCOHANBHBIX JaHHBIX, 00padateiBaeMbix B UCIIJIH 1 C: Byxranrtepus.

Mogens yrpo3 pazpaboTaHa B COOTBETCTBHHU CO CIIEIYIOIIMMHA HOPMAaTHBHBIMU TOKYMEHTaMU:

- ®epepanbHbiM 3ak0HOM Poccuiickoii denepanuu ot 27 utoias 2006 roga Ne 149-03 «0O0
nHQOpMaIUK, THOOPMAIIMOHHBIX TEXHOJOTHSIX U O 3alIUTE HHPOPMALIUN;

- @enepanbubiM 3akoHOM Poccuiickoit ®@enepanru ot 27 wuronst 2006 roma Ne 152-@3 «O
MIEPCOHABHBIX TaHHBIX);

- Ykazom Ilpesunenta Poccmiickoit ®@eneparmu ot 17 mapra 2008 roma Ne 351 «O mepax 1o
obecrieyennto MHGOpMAMOHHOW Oe3omacHocTd Poccuiickoit  ®Denepani Tpud  HCMOIB30BAHUH
MH(OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETE MeXTyHapOIHOTO HH()OPMAITMOHHOTO OOMEHaY;

- Ykazom llpesmmenta Poccuiickoit @Demeparmun ot 5 gexadps 2016 roma Ne 646 «O6
yTBepkacHUH JJoKTprHBI HHPOpMAMOHHOH Oe3omacHocTu Poccuiickoit denepanmm.

- [loctanoBnenue  IlpaButensctBa  Poccumiickoit  ®enmepamuu Ne 1119 «O6 yTBepxkaeHUn
TpeOOBaHMI K 3almUTe MEPCOHATBHBIX MAaHHBIX NpH HX 00paboTke B MHGOPMANNOHHBIX CHCTEMax
nepcoHanbHBIX JaHHBIX» 0T 01 Hos10pst 2012 ropa;

- [Ipukazom ®CTIK Poccun ot 18 despans 2013 roga Ne 21 «O06 yTBepKACHHM COCTaBa U
CONIepKaHUsl OPTaHM3AIMOHHBIX M TEXHHYECKHX Mep Mo obOecredeHrto 0e30MacHOCTH MEPCOHATBHBIX
JAHHBIX TIPH X 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX IIEPCOHAITBHBIX JAHHBIXY;

- [Ipuxazom ®CB Poccuu ot 10 uronst 2014 1. N 378 «O6 yrBepxaenun CocTaBa v coEpKaHUs
OpPTaHM3AIMOHHBIX U TEXHHMYECKUX MEP 0 00eCIeueHHI0 0e30IMacHOCTH TIEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B WHM)OPMAIMOHHBIX CHCTEMaX IME€PCOHANBHBIX MaHHBIX C WCIOJIB30BAHUEM CPEICTB
KpUNTorpaduuecKkoi 3amMTel  HHGOPMALMK, HEOOXOAWMBIX JUIS BBIMNONHEHHS YCTAHOBJICHHBIX
[IpaButensctBoM Poccutickoit deaeparuu TpeOOBaHMIA K 3alIUTE MEPCOHAIBHBIX JAHHBIX JJIS KaXJIOTO
W3 yPOBHEW 3alUIIIEHHOCTI;

-PJI Tocrexkomuccun Poccun «CpeactBa BBIUMCIUTEIBPHOM TEXHHUKUA. 3alluTa OT
HECaHKIIMOHUPOBAHHOIO JocTyna K UH(QOpMAaIUH. Ioxazarenu 3alUIIEHHOCTH oT
HECaHKIIMOHUPOBAHHOTO JOCTYTIa K WH(OPMAIIHH;

- PJI T'ocrexxomuccun Poccun «CpencTBa BBIYMCIUTEIBHOM TEXHUKHU. MeXCeTeBbIE 3KpaHbL.
3ammra OT HECAaHKIMOHWPOBAHHOTO JocTyna K wuHpopMmanuu. [lokazaTenu 3allWIIEHHOCTH OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTa K HHQOpMaIHN;

- [lonoxxenneM o pa3pabOTKe, MPOW3BOJICTBE, pealHM3alMHU W JKCIUTyaTallud MIU(GPOBATBHBIX
(xpunrrorpaduuecknx) cpencts 3amuTel uHQopmarmu ([Tonoxkenue I[1K3-2005), yTBEp»kIEHHBIM
npukazoMm ®CB Poccum ot 9 despans 2005 r. N 66, 3apeructpupoBaHo MHUHHCTEPCTBOM HOCTHIUH
Poccuiickoii ®eaepaunu ot 3 mapta 2005 roma Ne 6382.

-I'OCT P 51275-2006 <«3Bammra wuHbOpMaru. @DakTOpbl, BO3ICHCTBYIONIUNE  HA
uHpopmanuio. OOIIKE MOTOKESHUSIY.

Hacrosmas MOJeNIh  yrpo3  paspaboraHa Ha OCHOBaHUH nHpOpMAaIUH,
MONy4YeHHOH B pe3ynbrarte oOcienoBaHus HWH()OPMAIIMOHHON CHCTEMBI MEPCOHATBHBIX NaHHBIX 1C:
Byxranrepus.

1. Beenenue

Hactosimas wmogens yrpo3 ompenensieT IepedeHb aKTyalbHbIX Yrpo3 0e30M1acHOCTH
nepcoHaNbHBIM JaHHbIM (panee - 11/1n), oOpabareiBaembix B UCII/In 1 C: Byxranrepust, u npeaHa3HaueHa
JUISL:

onpenenenus ypous 3amumieaHocta UCIJIH;

(dhopMupoBaHusi OOOCHOBaHHBIX TpeOoBaHMH MO obOecrnedyenuto Oe3omacHoctu [1/[H. Ilonx
yrpozamu  OeszomacHoctu I[IJ[H mnpu wux oOpabGotke B MWCIIJIlH moHMMaeTcs COBOKYIHOCTBH
yCIOBHH ¥ (aKTOPOB, CO3JAIONIMX TOTCHIMAJIBHYI0 WIH pEabHO CYIIECTBYIOIYIO ONACHOCTb,
CBSI3aHHYIO  C  yredykoii  wmHbopMamud W (WIKM)  HECAHKIMOHUPOBAHHBIMH  ©  (WiH)
HelpeIHaMEepPEHHBIMH BO3/ICHCTBUSIMH Ha HEe.

Mogenb HapymuTessl, C y4eTOM KOTOpoil paspalaTbiBajiack MoJenb yrpo3 Oe3onacHoctu I1/(H,
npuseneHa B [Ipunoxennn A.

VYrpo3sl Ge3omacHOCTH MHGOPMAIMK ONPEAEISIIOTCS MO pe3yjbTaTaM OLEHKH BO3MOKHOCTEH
(moTeHUMana, OCHALIEHHOCTH W MOTHBALMM) BHEIIHMX W BHYTPEHHHMX HapylIUTEleH, aHailu3a
BO3MOXHBIX YS3BUMOCTEH WH()OPMAIIMOHHON CHCTEMBI, BO3MOXHBIX CIIOCOOOB pealu3alliyd Yrpo3
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Oe3omacHocTH WHGOPMAIIMK W TIOCIEACTBHN OT HAPYIICHHWS CBOWCTB 0€30MacHOCTH HWH(OPMAIHH
(KOH(UIECHIIHATILHOCTH, LIEJIOCTHOCTH, TOCTYITHOCTH).

[Ipu ompenenenun yrpo3 Oe3omacHOCTH  WH(POpPMAIMM  YYUTHIBAIOTCA  CTPYKTYpHO-
(YHKUMOHAIBHBIE XapaKTEPUCTHKH HH(OPMALMOHHONW CHCTEMBI, BKIIOYAIOIIUE CTPYKTYpPY M COCTaB
WHPOPMAITMOHHON CUCTEeMBI, (u3ndeckue, JOrH4eckrue, (QYHKIMOHANBHBIE M TEXHOJOTHYECKHUE
B3aUMOCBSI3U MEXIY CerMeHTaMd HMH()OPMAIIMOHHOW CUCTEMBI, C HHBIMH HH(POPMALUOHHBIMU
cUCTeMaMH M HH()OPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSIMH, PEKUMBI 00paO0TKH HH(pOpMau B
WHPOPMAITMOHHONH CUCTEeME W B €€ OTICIHbHBIX CErMEHTaX, a TaKKe HHbIC XapaKTePUCTHKH
UHQOPMAITMOHHON CHCTEMBI, NpPUMEHSIEMble WH(POPMAIMOHHBIE TEXHOJOTMH U OCOOCHHOCTH €¢
(YHKUMOHUPOBAHUS.

[lo pesympratam ompeneneHuss yrpo3 0Oe30macHOCTH HWHQPOPMAIMH TPH HEOOXOAMMOCTH
pa3padaThIBAlOTCSl PEKOMEHIAIMK 0 KOPPEKTUPOBKE CTPYKTYPHO-()YHKIIMOHAIBHBIX XapaKTePHUCTHK
WHQOPMALIMOHHON CHCTEMBI, HalpaBlCHHbIE Ha OJIOKMpOBaHWE (HEHTpANM3alMIO) OTICIBHBIX YIpO3
Oe3onmacHOCTH MH(GOPMALIUH.

Mopnens yrpo3 6e3omacHOCTH WH()OPMAIWK TOJDKHA COJEpXaTh ONMHCaHWE HH()OPMAIMOHHOMN
CHCTEMBI U €€ CTPYKTYpHO-(QYHKIHUOHAIBLHBIX XapaKTEPUCTHK, a TaKXKe OMHCAaHUE Yrpo3 0e30MacHOCTH
WHQOpPMaIUK, BKIIOYAIOIIEE ONKMCAaHHEe BO3MOXKHOCTEH HapymuTenei (MoAenb HapyIIUTENs),
BO3MOXHBIX YSI3BUMOCTEH WH(GOPMAIMOHHOW CHUCTEMBI, CIOCOOOB peaM3aliu yrpo3 0e30MacHOCTH
WHGOPMAITUH U TIOCTIEICTBUH OT HAPYIIECHHUS CBOHCTB 0€30IaCHOCTH WH(OPMAITUH.

TpeboBanus k cucreMe 3amuThl MHQOpManuu WHOOPMAIIMOHHOW CHCTEMBI ONPEACTSIOTCS B
3aBHCUMOCTH OT KJlacca 3allWIICHHOCTH HWH()OPMAIIMOHHOW CHUCTEMbl W yrpo3 0e30MacHOCTH
nH(pOpPMAIUH, BKIIFOUYEHHBIX B MOJIETH YTPO3 0€30MacHOCTH WH(OPMAITHH.

TpeboBanus k cucreMe 3amMThl WHpOpManuu WHOOPMAIMOHHON CHCTEMBI BKIIOYAIOTCS B
TEXHHYECKOE 3aJaHHe Ha CO3JlaHue WH(POPMAIIMOHHOW CUCTEMBI U (HJIH) TEXHUYECKOE 3aJlaHue (4acTHOE
TEXHUYECKOE 3aJaHHe) Ha CO3JIaHME CUCTEMBl 3alMThl HHGOPMAIUH HHOOPMAIMOHHOW CHUCTEMBI,
pa3pabatsiBaeMebie ¢ yuetom, [OCT P 51583 u I'OCT P 51624, u 10/KHBI B TOM YHCIIE COACPIKATH:

LeJb ¥ 33291 o0ecrieueHus 3auThl HHQopMauu B UHPOPMALMOHHON CUCTEME;

YPOBEHbB 3aIUIIEHHOCTH HHPOPMAITUOHHON CUCTEMBI,

MepevYeHb HOPMATUBHBIX IPABOBBIX AaKTOB, METOJMYECKHUX JOKYMEHTOB W HAIlMOHAJIHHBIX
CTaHAapTOB, KOTOPBIM JOJIKHA COOTBETCTBOBATH I/IH(i)OpMaHI/IOHHaSI CHUCTEMA,

nepevyeHb 00BEKTOB 3alIUThHl HH()OPMAIIMOHHOW CUCTEMBI;

TpeOOBaHUS K MepPaM M CPEJCTBAM 3allUThl MHOOPMAIIMK, TPUMEHIEMbIM B HH(OPMAIIMOHHON
CHCTEME;

TpeOOBaHUS K 3amUTe HWHPOPMALMU TpU WHPOPMAIMOHHOM B3aUMOJICHCTBHH C HWHBIMU
WHQOPMAIMOHHBIMY CHCTEMAaMU ¥ WHPOPMAIMOHHO-TEIICKOMMYHHUKAIIMOHHBIMU CETSIMH, B TOM YHCIIC C
WHQOPMAIMOHHBIMYM CUCTEMAaMH YIOJTHOMOYCHHOTO JIAIA, & TAKKE MPU MPUMEHEHUN BBIYHCITHTEIBHBIX
pecypcoB (MOIITHOCTEH ), IPEAOCTARISIEMbIX YITOJIHOMOYCHHBIM JIUIIOM JIjIsi 00pabOTKH HHGOPMAITUH.

2. IlepevyeHb NPUHATHIX COKPalleHU I

APM - ABroMaTH3MpOBaHHOE pabodee MecTo

B/ - ba3a manHbIX

Ub - UadopmainmonHast 6e30nacHOCTh

UC - UadopmarimonHas cucrema

UCTIn - UadopmalrionHas cucTeMa IepCOHANBHBIX JTaHHBIX
K3 - KonTponupyemas 30Ha

HC]/] - HecankiinoHNpOBaHHBIA AOCTYTI

OC - OnepanyioHHas cucTeMa

[11n - IlepcoHanbHbIE TaHHBIE

IO - [IporpammHoe obecniedueHne

[IOMMUH - [ToOo4uHbIE 3MEKTPOMATHUTHBIE U3TyUEHHUS 1 HABOJIKH
P/I - PykoBogsmuii JOKyMEHT

C3 - CpencrBa 3aIUThI

OP/J1 - OpraHnn3aninOHHO-PACIIOPSINTEIHHBIE TOKYMEHTHI

3. IIpuHATEHIC TEPMUHBI H ONIPeAeJICHUSI
B HACTOAIEM JOKYMEHTE UCITOJIB3YIOTCA CICAYIOINE TEPMUHBI U UX OIIPEACITICHUA.



4

ABTOMaTH3UPOBaHHAs CHUCTEMa — CHUCTEMA, COCTOSIIAasi U3 IEpCOHAa M KOMILIEKCa CPEACTB
aBTOMAaTHU3aLUM €ro JeATEeIbHOCTH, pealu3ylollas HHPOPMALUOHHYI0 TEXHOJOTMIO BBIIOIHEHUS
YCTAHOBJICHHBIX (DYHKIIHH.

BezonacHocTh MepcoHaNbHBIX NAHHBIX — COCTOSHHE 3aIIMIICHHOCTH NEPCOHATBHBIX AaHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO IIOJIb30BaTeNIel, TEXHHUYECKUX CPEACTB M HMH(OPMAIMOHHBIX
TEXHOJIOTHH 00ecrneynTs KOH(DUACHIUATBHOCTD, [ENOCTHOCTh U JAOCTYMHOCTh MEPCOHANBHBIX IaHHBIX
npu ux 00paboTke B MHYOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX.

bnokupoBaHue nepcoHaNbHBIX AAHHBIX — BPEMEHHOE IpeKpalleHue cOopa, CHUCTeMaTH3alluH,
HaKOIUJICHUS, NCTIOJIb30BaHUs, PAaCIPOCTPAaHECHUS IEPCOHATIBHBIX JaHHBIX, B TOM YHCJIE UX IIepeJayu.

HocTyn k nHpOpMaLul — BO3MOXXHOCTD MOJTY4YeHUS] HH(POPMALIUHU U €€ UCTIONb30BaHMUSI.

3ammmaemas uWHbopManus — HWHGOPMANMs, SBJISIOMASsCS TPEIMETOM COOCTBEHHOCTH H
HOJUIEKalllas 3aIldTe B COOTBETCTBUU C TPEOOBAHMAMH IPAaBOBBIX JOKYMEHTOB HJIM TPEeOOBaHHSIMHU,
yCTaHaBIMBACMbIMH COOCTBEHHUKOM MH(OPMALIUH.

WndpopmanmonHasi cucteMa MEPCOHANBHBIX  JAHHBIX — HWHQOpPMAlMOHHAs CHCTEMa,
HpPEeACTaBISIONIast COO0H COBOKYITHOCTb II€PCOHAJIBHBIX JaHHBIX, COAEPKAILMXCS B 0a3e JaHHBIX, a TAKXKE
MHQOPMAIIMOHHBIX TEXHOJIOTUH U TEXHMUYECKHX CPEJICTB, O3BOJISIOLINX OCYIIECTBIISATL 00pabOTKY Takux
MEPCOHANBHBIX JaHHBIX C KCIOJNB30BAaHHEM CPEICTB aBTOMATH3alWU Wi 0e3 HMCIOJb30BaHUS TaKUX
CpPEICTB.

HNudopmaiimoHHble TEXHOIOTUH — TPOIECCH, METOJBI MOMCKa, cOOpa, XpaHeHus, o0pabOTKH,
NPEJOCTABIICHUS, PACIIPOCTPAHEHUs] WHPOPMAIMK U CHOCOOBI OCYIIECTBICHUS TaKHUX IPOLIECCOB H
METOMOB.

Hcrounmnk yrpo3sr 6e3omacHoCTH HHPOPMAIUK — CYOBEKT JTOCTYIIA, MAaTePHATbHBIA O0BEKT UITH
¢dusnygecKkoe SBICHNUE, SBISIONINECS IPHYUHON BOZHUKHOBEHHS yTpO3bl 06€30MacHOCTH HH(POPMALIUH.

Konrponupyemass 30Ha — TeppuTopuss OOBEKTa, B TMpelenax KOTOPOH HCKIIOYEHO
HEKOHTPOJIUPYEMOE IPUCYTCTBUE MOCTOPOHHMX JIML U TPAHCHOPTHBIX CPEICTB, HE HMMEIOIIUX IpaBa
MOCTOSIHHOTO HWJIM Pa30BOro JocTyma (mpomycka). [locTopoHHME nWIla W TpPaHCIOPTHBIE CpPEACTBa,
MOJIYYHBIIIHME TIPABO Pa3oBOro noctyia (mpomycka) B K3, He TOKHBI HAXOIUTHCS B TIpeiesax 3TOM 30HBI
0e3 TTOCTOSTHHOTO HaOFOIeH!S (COTIPOBOXKICHNS).

KonduaeHunanbHOCTh NEPCOHANBHBIX JaHHBIX — O0s3aTENbHOE AJISI COOIIONEHHS ONEpPaTopoM
WIA WHBIM TOJYYMBIIMM JOCTYN K TEPCOHATBHBIM JAaHHBIM JUIIOM TpeOoBaHWE HE IOMycKaTh HX
pacripocTpaHeHusi 0e3 corjacusi CyObeKTa MEepPCOHANBbHBIX JAHHBIX WU HATUYUS WHOTO 3aKOHHOTO
OCHOBAaHHUSI.

Hapymmrens 6e30MacHOCTH TMEpPCOHATbHBIX JaHHBIX — (U3MYECKOE JIHIO, CIyYalHO WIH
npeHaMEPEHHO COBEpIIAoIIee JIEHCTBUS, CIEACTBUEM KOTOPBIX SBISETCS HapylleHHWe 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MPU UX 00pabOTKE TEXHWYECKUMH CPEJICTBAMU B MH(POPMALMOHHBIX CHCTEMaX
NEePCOHAIBHBIX JAHHBIX.

HecaHKIIMOHNPOBaHHBINA JOCTYN (HECAHKIIMOHHPOBAHHBIE JACWUCTBHSI) — JOCTYN K MH(opMarmu
WwIn JeiicTBus ¢ MHpOpMalUel, Hapyllalollue NpaBWiia pasTpaHUdeHUs] AOCTYNa C HCIIOJIb30BAHUEM
IITATHBIX CPE/ICTB, MPEIOCTABISIEMbIX HH)OPMAIMOHHBIMU CHUCTEMAMH IIEPCOHANBHBIX TaHHBIX.

O06paboTka TEPCOHAIBHBIX JaHHBIX — JICWCTBHs (ONEpanuu) ¢ TEePCOHATbHBIMH JaHHBIMHU,
BKJIIOUAOIIKE cOOp, CHCTeMaTH3all|i0, HAKOIUICHUE, XpaHeHHe, yTouHeHue (OOHOBJICHHE, U3MEHEHHE),
UCIIOJIb30BaHME, paclpocTpaHeHue (B TOM 4UHWCIE TIepenady), o0e3nuyuBaHue, OJOKUpPOBaHHE U
YHUYTOXKEHHUE TIEPCOHANBHBIX JJAHHBIX.

TexHuueckne cpepcTBa WHPOPMALMOHHONW CHUCTEMBI TEPCOHANBHBIX JaHHBIX — CpPEACTBa
BBIYUCIIUTEIBHON TEXHUKH, HTHPOPMAIMOHHO-BBIUNCIINTENbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI
nepeaayd, npuemMa U 00pabOTKM MEPCOHANBHBIX MaHHBIX (CpPEeICTBa W CHCTEMBl 3BYKO3AIHCH,
3BYKOYCHIICHHS, 3BYKOBOCIIPOU3BEJICHUS, IIEPETOBOPHBICE W TEJEBH3MOHHBIC YCTPOMCTBA, Cpe/ICTBa
M3TOTOBJICHUS, TUPAXUPOBAHMUS JTOKYMEHTOB M JpPyrde TEXHHYECKUE CpeICcTBa oOpabOTKH peyeBOH,
rpaduueckor, BUAeO- U OyKBeHHO-IIM(POBOH MHPOpMAIMK), TPOrpaMMHBIE CPEACTBa (ONEepaLuOHHBIE
CHCTEMBI, CUCTEMBI yIPaBIeHUs 0a3aMH JJAHHBIX U T.I1.), CPEJCTBA 3alIUTHI HHOPMAIIUH, IPHUMEHIEMbIE
B MH(OPMAIIMOHHBIX CHCTEMAX.

[lepconanbHple naHHble — Jr00asi uHGoOpManus, OTHOCALIAsICA K ONpPEACICHHOMY WIH
OTpeiesIIEMOMY Ha OCHOBaHMU TakoW HH(opmammu (uzndeckomy JHiy (CyOBEKTY NEepCOHAIBHBIX
JAHHBIX), B TOM YHUCIIe €ro (amMHIIMs, WMs, OTYECTBO, T'OJ, MECSII, Jara W MECTO POXKJCHHUS, aJpec,
ceMeliHoe, coLualbHOe, MMYILIECTBEHHOE IOJIOXKEHUE, oOpa3zoBaHue, mpodeccHs, NOXOAbl U Apyras
uHpOpMALHSL.
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[Tonw3oBaresns MHGOOPMALMOHHOW CHCTEMBbI NE€PCOHANBHBIX JAHHBIX — JIMIO, Y4acTBYIOLIEE B
(GYHKIMOHUPOBAaHMM HH(POPMAIMOHHON CHCTEMBbl TEPCOHAIBHBIX JIAHHBIX WM  HCIIOJB3YIOIIEe
pe3ynbTaThl €€ GYHKINOHUPOBAHUS.

[IpaBuna pasrpaHu4eHus JOCTYINa — COBOKYITHOCTH MPaBHJI, PErIIaMEHTHPYIOIIMX MpaBa 0CTyIa
CyOBEKTOB IOCTYIA K 00BEKTaM JIOCTYyTIA.

CyObekT goctyna (CyObeKT) — JHLO WIM HpPOLEcC, ACHCTBUS KOTOPOTO peraaMeHTHPYIOTCS
NpaBUJIaMU pa3rpaHUdYeHus JOCTYTIa.

VYrpo3pl 0e30MacHOCTH MNEPCOHAIBHBIX JaHHBIX — COBOKYIHOCTh YCIOBUH M  (DakTOpOB,
CO3JAI0IIMX ONACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM YHCIE CIy4ailHOTO, IOCTyIa K MEPCOHAIbHBIM
JaHHBIM, PE3YJIETaTOM KOTOPOTO MOXKET CTaTh YHUUTOXECHUE, H3MEHEHHE, OJIOKHPOBaHHE, KOMMUPOBaHHE,
pacrpocTpaHeHUE MEPCOHATIBHBIX NAHHBIX, a TAK)KE MHBIX HECAHKIHMOHUPOBAHHBIX ACHCTBHH NPHU HX
00paboTke B MHGOPMAIMMOHHON CHCTEME ITEPCOHATBHBIX JaHHBIX.

VYHUYTOKEHUE MEPCOHANBHBIX NaHHBIX — JACHCTBHS, B pe3yjlbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAaHOBUTH COJIEpKaHUE TEPCOHATBHBIX MAaHHBIX B WH(QOPMAIMOHHON CHCTEME MEepCOHAIBHBIX
JAaHHBIX WM B PE3YJIbTaTe KOTOPBIX YHUUTOKAKOTCS MaTepHaIbHbIe HOCUTEIH IEPCOHAIBHBIX JAHHBIX.

VYreuka (3ammimaemMoil) WHPOpPMALUM MO TEXHHYSCKMM KaHajlaM — HEKOHTPOIUpyeMoe
pacrpocTpaHeHue UHGOPMAILIUK OT HOCUTENS 3aluiiaeMol HHpopMauu yepe3 pU3HYECKyIo Cpeay 0
TEXHUYECKOTO CPEACTBA, OCYLIECTBIIOILETO NepexBaT HHYOpMALHH .

VY 13BUMOCTD — c1a00CTh B CPEACTBAX 3ALIUTHI, KOTOPYIO MOXHO HCIIONIB30BATh U HApyLICHUS
CHCTEMBI HIIU colieprKalleiicss B Hell mHopMaIlHy.

LemnoctHocTs MHGOpPMAaLMK — CHOCOOHOCTh CpPEACTBA BBIUMCIUTEIBHON TEXHUKH WIN
ABTOMAaTH3UPOBAaHHOH cHCTeMBbI 00eCeYrBaTh HEM3MEHHOCTh HWH(OPMALUK B YCIOBUSIX CIIy4ailHOTO
W/WIK TIpeTHAMEPEHHOTO UCKaKEHHS (pa3pyleHHs).

4. Tlopaaok onpenesenus yrpo3 6ezonacuoctu I1/{n

IMonxom k ompenenenuto yrpo3 OezomacHoctu [I/ln nmpu wux oOpaborke B WCIIAH
cootBetcTBYeT TpeboBanusM mpuka3za DCTOK Poccum ot 18 despans 2013 roma Ne 21.

41. ®opmupoBaHue nepeyHsi BO3MOKHBIX yrpo3 I1/1n

[lepeueHb BO3MOXHBIX YTrpo3 c(OpPMHpPOBAaH HAa OCHOBAHHWU CIEIYIONUX JOKYMEHTOB:

- ®enepanbHbiM 3ak0oHOM Poccuiickoit denepanuu ot 27 wutons 2006 roga Ne 149-d3 «O0
uHQOpMaIuy, THOOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3alIHUTe HH(OPMALIUNY;

- @enepanbHbiM 3akoHOM Poccuiickoit ®@enepaunn ot 27 uronsg 2006 roma Ne 152-03 «O
MIEPCOHAITLHBIX TaHHBIX);

- Ykazom IIpesunenta Poccuiickoit @eneparym ot 17 mapra 2008 roga Ne 351 «O mepax mo
obecrieueHnto wnH(pOpMaIMoHHOW OezomacHocTH Poccuiickoit ®exepanyi  MPU  KCIIONB30BaHUU
WH(POPMAITMOHHO-TEIIGKOMMYHHUKAIIMOHHBIX CETEH MEXTyHAPOIHOTO HH()OPMAITMOHHOTO OOMEHa;

- [Ipukazom ®CTOK Poccun ot 18 despans 2013 roma Ne 21;

- [Ipukazom ®CB Poccun ot 10 urons 2014 . N 378 «O6 yrBepkaenuu CoctaBa v COACpKAHUS
OpPTaHM3AIMOHHBIX U TEXHHYECKUX Mep 0 00eCIeueHHI0 0e30IMacHOCTH TIEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B WH(POPMAIMOHHBIX CHCTEMaxX NEPCOHANBHBIX JaHHBIX C HCIIOJIb30BAaHUEM CPEJICTB
KpUnrorpadu4ecKkoi 3amMThl HWHPOPMALMK, HEOOXOAWMBIX JUIS BBINOJHEHHS YCTAHOBJIEHHBIX
IIpaButenscTBOoM Poccuiickoii denepanuu TpeOOBaHUI K 3alIUTE TEPCOHATBHBIX JAHHBIX I KaXKIOTO
U3 YPOBHEW 3aIUIIEHHOCTIY;

-PJI Tocrexkommccum Poccum  «CpeacTBa  BBEIYHCIWUTEIHRHOW TEXHWKH. 3aluTa  OT
HECaHKIIMOHUPOBAHHOIO JocTyna K nHpOPMALINH. ITokazarenu 3alUIIEHHOCTH oT
HECaHKIMOHUPOBAHHOTO JIOCTYIIa K WH(OPMAIIHH;

- PJI T'ocrexxomuccun Poccum «CpencTBa BBIYMCIUTEILHON TEXHUKH. MEXCETEeBBIE DKPaHbL.
3ammra OT HECAHKIIMOHWPOBAHHOTO JiocTyna K wuHpopMmanuu. [lokazatenu 3alIMIIEHHOCTH OT
HECaHKIMOHUPOBAHHOTO JOCTYIA K HHPOPMAIIHN;

- [lonoxennem o pa3paboTKe, MPOM3BOACTBE, pealM3allMd W SKCIUTyaTaluyd MIH(POBaTBHBIX
(kpunrorpaduuecknx) cpencts 3amuTel uHQopMmarmu ([Tonoxkenue I[1K3-2005), yTBep»kIeHHBIM
npukazoM ®CBb Poccun ot 9 ¢espans 2005 r. Ne 66, 3apeructpupoBaHo MUHHCTEPCTBOM IOCTHLIUHU
Poccwuiickoi @enepannnu ot 3 mapra 2005 roma Ne 6382.

-I'OCT P 51275-2006 <«Bamura wuHbopMaiu. DakTOpbl, BO3IACHCTBYIOIIHME  HA



uHpopmaruio. OOIIUe MOT0KECHHSIY.

- [locranoBnenue  [IpaButensctBa  Poccmiickoit ~ ®enmepanuu Ne 1119 «O6 yTBepkIecHUU
TpeOOBaHMI K 3aIIUTE MEPCOHANBHBIX MJaHHBIX NMpH HX 00pabOTKe B WHPOPMAIMOHHBIX CHCTEMax
nepcoHanbHBIX JaHHBIX» 0T 01 HosOps 2012 roxa.

®dopMmupoBaHue TpeOOBaHWM K 3amuTe HHPOPMAIUH, coAepKamieiics B HHGOPMAIMOHHON
cHCTeMe, OCYIEeCTBIsIeTCsl 0ONanaTeneM HHPOPMALUH (3aKa3UUKOM).

dopmupoBanre TpeOOBaHMH K 3amure HHGOPMALUHU, COAEpKalehcss B HMHGPOPMALMOHHON
cucreme, ocymectBisiercas ¢ yderom ['OCT P 51583 «3ammra mubopmarnmu. [lopsmox cosmaHus
aBTOMAaTH3MPOBAHHBIX CHCTEM B 3alTUINCHHOM HcHoiaHeHuH. OO6mue monoxeHus» (mamee - TOCT P
51583) u I'OCT P 51624 «3ammra uHbOpMaIui. ABTOMATU3MPOBAHHBIC CHCTEMBI B 3alUIIICHHOM
ucriotaernn. O6mwme TpedoBanuss» (manee - FOCT P 51624) u B TOM drciie BKITIOYACT:

MPUHATHE PELICHUs 0 HE0OOXOANMOCTH 3aILUThl HH(OpMaMy, coaeprkalneics B MHHOpMaOHHOMI
CHCTEME;

oTpeieNieHHe YPOBHS 3alUIEHHOCTH HH()OPMAIIMOHHOW CHCTEMBI;

oIpefesieHHe Yrpo3 0e30MacHOCTH MH(OPMAIMM, peanu3alus KOTOPBIX MOXET INPHUBECTH K
HapylmeHnto Oe3omacHocTH MH(popManuu B WHPOPMAMOHHON cHCTeMe, W pa3padOTKy Ha UX OCHOBE
MOJIENN YTpo3 0€30MacHOCTH HH(OPMAIINH;

oTpesieNieHre TpeOOBaHUN K CUCTeME 3aliThl HHQOpMaIuu HH(PpOPMAITMOHHON CHCTEMBI.

B nacrosmieit mogenu yrpo3 paccmatpuBatotcst yrpo3sl 0esomnacHocti MCII/Ia 1 C: Byxramrepus,
KOTOpbIe MOT'YT ObITh peanu3oBanbl B UCIT/IH.

OpraHu3anioHHbIe ¥ TEXHUYECKHE Mephl 3aIuThl MHpopMmammu, peammsyemble B MCIIJH B
paMKax ee CHCTeMbl 3allUTbl MH(OpMAalMH, B 3aBUCHMOCTH OT yrpo3 Oe3omacHocTH HH(OpMaiuy,
UCTIOJIb3YEeMbIX MH()OPMAIMOHHBIX TEXHOJOTUH M CTPYKTYpHO-QYHKIMOHANBHBIX Xapaktepuctuk 1 C:
Byxranrepus nomxHBI obecrieuynBarh (COTIacHO TpPeOOBaHUSM B COOTBETCTBHHM C IIOCTaHOBJICHUEM
npasutenbcTBa Nell19 OO yTBepxkaeHWH TpeOOBaHWN K 3allUTe IMEPCOHATBHBIX MAHHBIX TPH WX
00paboTKke B MHPOPMALIMOHHBIX CUCTEMAX MEePCOHANBHBIX JaHHbBIX):

- opraHuzanusi pexuma oOecredeHus 0e30MacHOCTH IOMEHICHUH, B KOTOPBIX pa3MellcHa
MH(QOPMaLMOHHAsI CUCTEMA, MIPEIATCTBYIOIIETO BO3MOKHOCTH HEKOHTPOINPYEMOT O IPOHUKHOBEHHSI WU
npeObIBaHMA B 3TUX IOMEILEHHAX JIMLI, HE MMEIOLIHX IpaBa JOCTyIa B 3TH IOMEILCHHUS;

- obecrieyeHrne COXPaHHOCTH HOCUTENEH MEePCOHANBHBIX JAHHBIX;

- yTBEpXKACHUE PYKOBOAMTEIIEM OIepaTropa JOKYMEHTa, ONpPEelsIoNIero nepedeHs JHil, JTOCTYII
KOTOPBIX K IEPCOHAIBHBIM JaHHBIM, 00pabaTeiBaeMbIM B MH(OPMALMOHHONW CHCTEME, HEOOXOIUM IS
BBITIOJTHEHUS UMH CITY>KEOHBIX (TPYyIOBBIX) 00A3aHHOCTEH;

- MCIIOJIb30BaHUE CPEJICTB 3alIUTHl WHPOPMAIIUH, MPOLICANINX MPOIEYPY OLIEHKH COOTBETCTBHS
TpeOoBaHMsIM 3aKoHOAaTenbcTBa Poccuiickoit @enmepanuu B obnactu obecriedueHus: 0Oe30MacHOCTH
uHpOpMaLUK, B CilIydae, KOTrJa NIPUMEHEHHE TaKHX CPEICTB HEOOXOOUMO Uil HEUTpalIn3aluu
aKTyalbHBIX YTPO3.

ConepxaHue Mep Ho 0OOecleueHHIO Oe30MacHOCTH MEPCOHAJIBbHBIX NAHHBIX (B COOTBETCTBUH C
TpeboBanusamu npukaza «O0 yTBEpKICHHM COCTaBa M COJAEPKAHUS OPTaHU3ALMOHHBIX M TEXHHYECKUX
Mep 1Mo obecreueHnio 0e30MacCHOCTH MEPCOHANBHBIX JAaHHBIX MpPU MX 00paboTke B MH(POPMAIMOHHBIX
cUCcTeMax MepCOHANBHBIX JaHHbIX» OT 18 despais 2013 r. DCTIK N 21):

1. Unentuduxanys u ayreHTHQUKAINS CYOBEKTOB 10CTyIa U 00heKTOB fJoctymna (MAD)

UA®D.1 - Unentudukanus W ayTCHTHQHKANWSA TOJNB30BATENCH, SBISIONMXCS pPabOTHUKAMU
oreparopa

NA®.3 - VYnpaBnenue uaeHTH()UKATOPaMu, B TOM YHCIIE CO3/1aHUE, NIPUCBOCHHE, YHUUTOXKEHHE
UACHTH(PHUKATOPOB

NA®D.4- VYupaBieHne cpelcTBaMu ayTeHTH(UKAIMKM, B TOM YHCJIE XpaHeHHE, BbJaua,
MHHULIMAIN3AMs, OJIOKMPOBAaHUE CPEACTB ayTeHTU(UKAMHM U MPHUHATHE MEP B Ciydae yTpaThl U (WIN)
KOMIIPOMETALIMH CPEJCTB ayTeHTU(PHUKALINN

NA®.5-3amura oOpaTHOI CBSI3M IIPH BBOJIE ayTEHTH(PHUKAIMOHHON HH(OpMAIINH.

UA®.6-Unentudukanmuss U ayTeHTH(UKAIMS TIONb30BaTelIe, HE SBISIOIUXCS pPabOTHUKaMU
orneparopa (BHEIIHHUX MOJIb30BaTENEH).

II. Yopasnenue 10cTynoM cyObeKTOB J0cTyma K o0bekTam gocrymna (YII1/1)
VII.1 - VYmpasnenue (3aBeeHHE, aKTHBaLUs, OJOKMPOBAaHHE M YHUYTOKEHHE) YUYETHBIMU
3aMCAMH NOJIB30BaTENEH, B TOM UMCIIE BHEIIHUX M10JIb30BaTENEH
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VII/1.2-Peanuzanuss HEOOXOIUMBIX METOAOB (IUCKPEIIMOHHBIA, MAaHIATHEIN, POJECBOW WM HWHOMN
METOJ), TUIIOB (YTEHUE, 3aIKCh, BHIIIOJIHEHUE WINX MHOM THIT) U IIPAaBUWI Pa3rpaHUUCHUS JOCTYIIA

VII/.3-Yupasnenue (GuibTpanus, MapmipyTH3anus, KOHTPOJIb COeIWHEHUH, OJHOHAMpaBlICHHAS
nepeaada W MHBIE CHNOCOOBI yNpaBlieHHs) HHOOPMALMOHHBIMH TIOTOKAMH MEXAY YCTPOHCTBaMH,
cerMeHTaMu HH(GOPMALMOHHON CUCTEMBI, a TAKXKe MEKAY UH(OPMALMOHHBIMU CUCTEMaMHU

VII/.4-Pa3nenenne monHomounid  (poyieil) mosb3oBarenel, aAMUHUCTPATOPOB M JIUI,
obecnieunBaroIMX (PyHKIMOHUPOBAHHE HHPOPMAIHOHHON CUCTEMBI

VII/.5-HasnaueHne MUHUMaIbHO HEOOXOIWMBIX TIpaB M TPUBWICTHHA  IIOJIB30BATEIISIM,
aAMUHHUCTPATOpaM U JIUIaM, 00eCIeuuBaroIuM (QyHKINOHUPOBAaHUE NH(DPOPMAIIMOHHOM CUCTEMBI

VIIJI.6-OrpannueHne HEyCIEMIHBIX MOMBITOK BXOAa B MH()OPMAIMOHHYIO CHUCTEMY (JOCTyma K
MH()OPMAITHOHHON CUCTEME)

VIIJ.13-Peanmzanys 3amuWIeHHOTO YNAJIEHHOTO JOCTyMa CyOBEKTOB JOCTyNma K OOBEKTam
JOCTyIa yepe3 BHEUTHHE HH()OPMAIIMOHHO-TEIEKOMMYHUKAIIIOHHBIE CETH

VIIJI.14-PernamMenTanusi 1 KOHTPOJIb HCIIONB30BaHUS B MH(POPMAIIOHHON CHUCTEME TEXHOJOTHH
0ecTpoBOHOTO IOCTYTIA

VIIJ.15-PernamMenTanusi ¥ KOHTPOJIb HCIIOJIB30BaHUSI B MH(OPMALMOHHOW CHCTEME MOOMIBHBIX
TEXHUYECKUX CPEJCTB

VIIJ.16-YrupaBienne B3aUMOJEHCTBHEM C WHPOPMAIMOHHBIMH  CHCTEMAMHA  CTOPOHHHX
opranm3anuii (BHeIHHE HH()OPMAIIMOHHBIE CHCTEMBI)

V. Peructpanus coosituit 6ezonacaoctu (PCh)

PCB.1- Onpenenennie coObITHi 6€30MACHOCTH, ITOJIEKAIIINX PETUCTPAINH, U CPOKOB UX XpaHEHUS

PCB.2-Onpeneneane cocraBa H coaepkaHus HWHQOpPMAmMH O COOBITUAX OE30MacHOCTH,
IMOJJIEXKAIIUX PETUCTPALUNA

PCB.3-C6op, 3ammch u XxpaHeHne HWHPOpMAuH O COOBITHSAX OE30MacHOCTH B TEYCHHE
YCTaHOBJICHHOTO BPEMEHH XpaHEeHUS

PCB. 7-3amura uapopmalmu o COOBITHIX 0€30MaCHOCTH

V1. AutuBupycHas 3amuta (AB3)

AB3.1-Peanuzanys aHTUBUPYCHOI 3alIUTHI
AB3.2-O6HoBneHHEe 0a3bl TaHHBIX IPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BUPYCOB)

VIII. KonTpo:s (aHanu3) 3aliuieHHOCTH ePCOHANbHBIX JaHHBIX (AH3)
AH3.2-KoHTposib yCTaHOBKM OOHOBJIEHHH HPOTrpaMMHOIO obOeclieueHHs, BKJIOYasi OOHOBJICHHE
NPOrpaMMHOr0 00ecreueHHs CPEACTB 3aInThl HHQOpMaLuu

XI. 3amuTa cpenpl Bupryanu3zamn (3CB)

3CB.1-Upentndpukanus u ayreHTHQUKALUS CyOBEKTOB JAOCTyma M OOBEKTOB JOCTyNa B
BUPTYaJIbHOM WHQPACTPYKType, B TOM 4UHCIE aJMHHUCTPATOPOB YIpaBIEHUS CpPEICTBAMHU
BUPTyaJIN3allun

3CB.2-YmpaBneHue AOCTyIOM CyOBEKTOB JOCTyna K OOBEKTaM JOCTyla B BHUPTYaJIbHOU
UHPPaACTPYKTYypE, B TOM UHCIIE BHYTPH BUPTYAITBHBIX MAIIMH

XI1I. 3amuTa texanueckux cpencts (3TC)

3TC.3-KonTpons u ynpaBieHue (pU3MUECKUM AOCTYIIOM K TEXHUYECKHM CPEIICTBAM, CPEICTBaM
3amuThl MHGOpPMAIUHK, cpejacTBaM obecrieueHuss (YHKIMOHUPOBAHHUS, a TaKKe B IIOMEIICHUS U
COOPYKCHHS, B KOTOPHIX OHHU YCTAaHOBJICHBI, HCKIIOYAIOIINE HECAHKIIMOHUPOBAHHBIN (HHU3HUYECKUI
JIOCTYII K CpeAcTBaM o00paboTku HWH(POpPMAIMU, CPEACTBAM 3alIUThl HWH(OPMAIMKM U CPEACTBaM
oOecrieueHus GyHKIIMOHUPOBAHUS HMH(OOPMALIMOHHON CUCTEMBI, B TIOMEIICHUS U COOPYKEHUS, B KOTOPBIX
OHM YCTaHOBJICHBI

3TC.4-Pa3menieHne yCTpOHCTB BbIBOa (OTOOpaXkeHHs) WHQPOpPMAIMH, WCKIIOYAIONIee ee
HECaHKIIMOHUPOBAHHBINA MTPOCMOTP

XIII. 3amura nHPOPMAILIMOHHOW CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSI3H U nepenaun naHHbix (31C)



3U1C.3-O0ecrieyeHre 3allMThl TMEPCOHAIBHBIX MTAHHBIX OT PAaCKPBITHI, MOAU(DUKALUKA U
HaBs3bIBaHUS (BBOJA JIOKHOW HMH(pOpMAIMK) NpU e¢ nepenaye (IOArOTOBKE K Mepeaaye) Mo KaHajam
CBSI3HM, UMEIOIIMM BBIXOJ 32 MPEAeibl KOHTPOJIMPYEMOW 30HBI, B TOM 4YHCIEe OCCIPOBOJHBIM KaHallaM
CBSI3U.

4.2, O1eHKA CTeNeHH HeraTHBHBIX nocJaeACTBUIA Cyﬁ”beKTaM NMEPCOHAJTBHBIX TAHHBIX BCJICACTBUE
peain3alii yrpo3 nepCcoHaJdbHbIM TJaHHBIM

HenocpenctBennsrii ymep6 cyobextam [1J[H MOKeT IpOSIBIIATHCS B BUE:

npUYHHEHHs HeyAo0cTB cyorexTam [1/1H;

MIPUYUHEHHSI MOpaJIbHOTO yiepoa cyorekram 11]1H;

HepononyueHus cyobexkramu I1JIH oxupaemMoro n0xozna, BOZHMKHOBEHHs He3allsIAHUPOBAaHHBIX
(MHAHCOBBIX MM MaTepHAIbHBIX 3aTParT;

BO3HHKHOBEHHE IOPUIMYECKHUX MOCIIEICTBHA, OTpaHUYECHUH MIPpaB U CBOOO;

HaHECEHMsI Bpelia 310poBbio cyobekTam [1/IH min co3ganus yrposbl )KU3HH.

B Hacrosdmei Mopenu yrpo3 IMpHUMEHSETCS CIEAYIOIIUN MOAXOJ K ONpPEIENeHUI0 CTENeHU
HETaTUBHBIX MOCIEACTBUM 1st cyobekToB [1]1H:

1) HeraTuBHbBIC NOCIEACTBUS A CYOBEKTOB MEPCOHANBHBIX [aHHBIX OTCYTCTBYIOT, €CIH
B pe3ynbraTe peanm3anmuu yrpo3sl I[1JI[H moryr ObITh mpuumHeHBI HeymoOcTBa cyOwsektam [I/IH, He
CBSI3aHHBIC C HApYLUICHWEM MX TIpaB, HANpHUMEp, BCIEACTBHE HEBO3MOXHOCTH OIEPATUBHON 00pabOTKH
[Tz cyobekTa mo xenanuio cyonrekra [1J[H.

2) HesnaunrtenbHbIC HETaTHBHBIC MOCICIACTBUS Ui CYOBEKTOB MEPCOHATBHBIX JAHHBIX — B
pesyJbTaTe pealu3alidd yrpo3bl OKa3aics CKOMIPOMETHPOBAHHBIM OTpPaHHYCHHBIH 00BeM (cocTaB)
U3BJICUCHHBIX (BBITpY)KeHHBIX) W3 BJI TI/lH, B OTHOIICHWH KOTOPBIX BO3MOXKHO HX HE3aKOHHOE
HCIONIb30BaHKHe (pasrialieHue, HCKaKEeHHE), YTO MOXKET IOBJeYb HAaHECCHHE MOPAIbHOrO Bpena
cyobektam [IJ[H BcnencTBHE HapylIIeHUS WX HEMMYIIECTBEHHBIX TIpaB, HeraTWBHBIE TOCIEACTBHS
TakK€ MOTYT CUMTAThCsl HE3HAYUTENbHBIMH 1O MpPUYUHE TOro, YTO TMPHUHATHE pEUICHUH,
HOPOXKIAOUINX  IOPUIMYECKHE TMOCIEACTBUSL B OTHOLIGHMM CYOBEKTa HE MpPEdyCMaTpUBAETCs
UCKJIIOYUTENIHO HA OCHOBAaHMH aBTOMAaTU3UPOBAaHHON 00paboTKH.

3) HeratuBHble TOCIEACTBUS Uil CYOBEKTOB MEPCOHATIBHBIX JAHHBIX - B pe3yIbTaTe pealn3aiuu
yrpo3el [1/IH oka3zanuch ckommpomerupoBaHHbIMH oOpabateiBacmble B MCIIIn I1/IH, npu 3TOM HX
HECAaHKIMOHMPOBaHHAs  MOAMGUKALUS  MOXET  IOPOAWTH  HEXKENaTeNbHble  IOPHINYECKUE
NOCNEACTBUsI B OTHOmeHWH cyobektoB [I/lH, a Takke wWHBIM 00pa3oM 3aTpOHYTh HUX
MUMYIIECTBEHHBIE TPaBa 1 3aKOHHBIE HHTEPECHI.

4) 3HauynTebHbIC HEraTUBHBIC MOCICACTBHs Ui cyObekToB IIJ[H - B pe3ynbraTe peanusamun
yrpo3sl  IIJIH oOKa3pIBalOTCA CKOMIPOMETHPOBAHHBIMM  crenuaibHble kareropuu [I[n  (mpu
Hamuaun B UCII[H Takoii wuHpOpMamuu), YTO MOXKET YrpoXaTh 370POBBI0 WM JKHU3HU
cyobektoB [1/1H.

4.3. OnpenesieHne aKTyaJbHBIX YTP03 MEPCOHAIBHBIM JAHHBIM

Ha mnepBoM »3rame mno pe3yinbTaTaM aHajlM3a HUCXOAHBIX JIAHHBIX, COOpaHHBIX B XO7E
obocnemosannss WCII/IH, ompenensercs ypoBeHb wucxomuoi 3sammmenHoctn WCIIJIH, koTopsrit
obo3Hauaetcs koaddunuentom Y1.

IMon ypoHem wucxoxuoit 3ammineHHocTH MCIIJIH moHMMaeTcss OOOOINEHHBIN IOKa3aTeb,
3aBUCSIIMI OT TEXHUYECKUX U 3KCIUTyaTaloHHBIX xapakTepructuk MCIIAH, npuBenennsix B Tadm. 1.

Tab6un. 1 — IToka3arenu ncxoauoi 3anmmenHoctr MCITIu

TexHu4YecKkue M IKCMJIyaTAMOHHbIE YpoBeHb 3alIUIIIEHHOCTH
xapakTepuctuku UCII/n
Beicoknii | Cpennuii | Huzkmit
1. I1o TeppuTOpPHAILHOMY PA3MEIICHUIO:
pacnpeneneHHas — - +

NCIIIH, koTopast
OXBAaTBIBAE€T HECKOJIBKO
obnacreii, Kpaes,
OKpYTOB WK
rOCyJIapCTBO B IIEJIOM;




ropoackas UCII/IH,
OXBaTHIBAKOIIAS HE
Oomee oHOTO
HACEJICHHOTO ITyHKTa
(ropopa, mocemnka);

KOpIiopaTHBHas
pacrnpeneneHHas
HCII/H,
OXBaTHIBAOIIAS
MHOTHE
MOApa3IeTEHUs OJJHON
OpraHu3aliuy;

JIOKabHas
(xammycnas) UCI1H,
pas3BepHyTas B
npeenax HeCKOJIbKHX
OIM3KO
PacCTIOIOKEHHBIX
3JaHUH;

nokansHast UCIIIH,
pasBepHyTas B
npeaenax ogHoro
3TaHMS.

2. I1o HATMYHIO COeTUHEHHS C CeTAMH 00Iero moJjb30Ba

HUA:

UCTIIn, nmeromast
MHOTOTOYECYHBIH
BBIXOJI B CETh OOILIETO
MTOJIL30BAHNS,

UCTIIn, nmerormast
OJHOTOYEYHBIN BBIXOI
B CETh 00LIEro
MTOJIL30BAHNS;

UCIH, puznyecku
OTHEJICEHHAs OT CETH
00111eTO TOJIB30BaHUS.

3. Ilo BCTpOEeHHBIM (JIerajbHbIM) ONepalus

M C 3alINCSAMMU 0a3 MmepcoH

AJIBHBIX TAHHbIX?

YTCHHE, IOUCK;

+

3aIUCh, yIAJICHHE,
COPTHUPOBKA,;

+

MoauduKanms,
nepeaava

4. 11

0 pa3srpaHMYeHHI0 J0CTYIA K NEePCOHAIbHbIM JaHHBIM:

NCTIH, k koTopoit
UMeeT JOCTYI
OTIPeICIICHHBIN
NepeveHb
COTPYTHHUKOB
OpraHu3aIlnu,
SIBJIAIONIEHCS
Biagenbiem UCITIH,
6o cyonsekT I1/1H;

NCTIH, x koTopoit
UMEIOT JIOCTYII BCE
COTPYIHUKH

OpraHu3saluu,
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SIBJISTFOLLICHCST
Bragenbiem UCII/IH;

NCIIH ¢ OTKpBITEIM - -
JOCTYIOM.

5. Ilo nanuumio coegunennii ¢ apyrumu 6azamu I1In nabix UCIn:

HWHTETpUpPOBaHHAS - -
UCTIn (opranusamus
UCIOJIB3YET HECKOIBKO
6a3 [11a UCI1IH, npu
3TOM OpraHu3alys He
SIBIIIETCS BIIAJIENIbLIEM

BCEX UCIIOIb3yEMBIX
6a3 I1/1n);

NCTIdn, B KoTOpO# - -
HCIIONIBb3YETCS O/IHA
6aza I/,
MIpUHAAJIekKAIIas
OpraHM3alnu —
BJIAJENbIY JaHHOU
UCIIx

6. ITo ypoBHIO
0000menns
(o0e3muuBaHus)
I dn:

UCTI/H, B KOoTOpOii
MIPENOCTaBIIsIeMbIE - -
M0JIb30BATEIIO AAHHBIE
SIBIISTIOTCS
00e3MMYeHHBIMY (Ha
YPOBHE OpraHH3aLuy,
oTpacii, 00JIacTH,
peruoHa u T.1.);
NCTI[H, B kKoTOpO#H
JaHHBIE
00€3TMINBAIOTCS - -
TOJILKO TIPH Tiepeiade B
JpyTUe OpraHu3aliy u
He 00e3IHUeHbl pU
MPeOCTaBICHUN
MOJIb30BATEIIO B
OpraHu3alny;

UCTI/IH, B KOoTOpOI
MPenoCTaBIIsieMble
MOJIb30BATEIIO AAHHBIE
HE SIBIISTIOTCSI — -
00e3TMYeHHBIMU (T.€.
MPUCYTCTBYET
nH(popMarus,
TTO3BOJISFOIIAS
HUACHTUPULIMPOBATH
cyonekra [1/1H).

7. 1o o0bemy I1/1H,
KOTOpbIe
NPe0CTABJISIIOTCS
CTOPOHHHUM
M0J1b30BaTeJIM
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HUCII/IH Oe3
npeaBapuTeJIbHOI
o0padoTku:
NCTIdH, - - +
MIPEI0CTABIISIOIAS
Bcro BJ1 ¢ I11x;
NCTIdH, - - +
MIPEA0CTABIISIOIAS
qacts I1]1H;
UCIIH, He
MPEeaOCTaBISIOIINAC - — +
HHUKaKOH MH(pOPMAIIHH.

1) UCIIAH wuMeeT BBICOKHH YpOBEHb HCXOJHOW 3alllMIEHHOCTH, eciu He MeHee 70%
xapakrepuctuk VCII/IH COOTBETCTBYIOT YPOBHIO «BBICOKHID (CYMMHUPYIOTCS TOJOXHUTEIbHBIE PEIICHUS
[0 TIEPBOMY CTOJIOIy, COOTBETCTBYIOIIEMY BBICOKOMY YPOBHIO 3alIMIEHHOCTH), a OCTaJbHBIC —
CpeHEMY YPOBHIO 3aIIMIIEHHOCTH (TIOJIOKUTEIBHBIE PEHICHUS 110 BTOPOMY CTOJIOILY).

2) UCIIIn nmeeT cpenHuil ypoBEeHb MCXOAHOM 3alUIEHHOCTH, €CJIM HE BBITIOJIHSIIOTCS YCIOBHS
no nyHkTy 1 u He menee 70% xapakrepuctuk MCII/IH COOTBETCTBYIOT YPOBHIO HE HMXKE «CPEIHHID»
(bepercst OTHOIIEHHE CYMMBI MOJOXKHUTEIBHBIX PEIICHUH 10 BTOPOMY CTOJIOIY, COOTBETCTBYIOLIEMY
CpeJHEMY YPOBHIO 3alIMIICHHOCTH, K 00IIeMy KOJMYECTBY PELICHHUH ), a OCTalbHbIC — HU3KOMY YPOBHIO
3aIUIICHHOCTH.

3) UCII1H nMeeT HU3KYIO CTENeHb HCXOMHOW 3alUIEHHOCTH, €CIIH HE BBIMTOIHSIIOTCS YCIOBHUS
1o myHKTaMm 1 u 2.

[Ipu cocraBneHWM TepedyHS aKTyalbHBIX yrpo3 OesomacHoctd IIJ[H Kaxkmoit cremeHH
WCXOJHOM 3alUINEHHOCTH CTAaBUTCS B COOTBETCTBUE YMCIIOBON KO3 dunmeHT Y1, a UMEHHO:

0 — It BBICOKOH CTENEHHU MCXOMHON 3aIUIIEHHOCTH,

5 — nns cpeqHel CTENeHn HCXOAHON 3aIUIEHHOCTH;

10 — mu1g HU3KOH CTENEeHN UCXOMHON 3alUIIEHHOCTH.

I[lom dwactoTOl  (BEpOATHOCTHIO) peajM3alldd  YrPo3bl  TIOHUMAETCS  OIpeNeisieMBbIil
9KCIIEPTHBIM MYTEM IOKa3aTelb, XapaKTepU3YIOIIMH, HACKOJBKO BEpOATHOM SBIAETCA peaau3auus
KOHKpeTHOW yrpo3bl Oe3omacHoctu [I[n st nmanHon WCII[IH B CKIAABIBAIOUIMXCS  YCJIOBHSIX
o0cTaHoBKH. BBOsITCS YeThIpe BepOaIbHBIX IPaJalliy 3TOTO MOKa3aTels:

MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHUBHBIE MPEANOCBUIKH MJIsl OCYLIECTBIECHHS YrpO3bl
(Hanpumep, yrpo3a XHUIICHUs] HOCUTENeH WHPOpPMAIMU JTUIaMH, HE MMEIOIIMMHE JIETaJbHOTO JIOCTYIIA B
HIOMEICHHE, [Ie TOCIICAHHE X PAHATCS);

MAJIOBEPOATHO — OTCYTCTBYIOT OOBEKTHBHBIE IPEANOCHUIKH JUISI OCYLIECTBICHHUS YIPO3bI
(HampuMep, yrpo3a XuIleHHs HOocuTeNel mH(OpMAalnH JIMIaM1, HE UMEIOIIMMHE JIETANBHOTO JJOCTyIa B
TIOMEIIEHHE, TJIE TIOCIEeTHIE XPaHITCS);

HU3Kasl BEPOSATHOCTb — OOBEKTUBHBIC MPEIANOCHUIKM AJISl PEaM3alud yrpo3bl CYILECTBYIOT, HO
MPUHATBIE  MEphl  CYIIECTBEHHO 3aTpyJHSIOT €€  peaju3anuio  (Hampumep, HUCIOJIb30BaHbI
COOTBETCTBYIOIINE CPEJICTBA 3alIUTHI MHPOPMAIIH);

CpeAHAs BEPOSITHOCTh — OOBEKTUBHBIC MPEANIOCHUIKN sl peayu3alii yrpo3bl CYIIECTBYIOT, HO
NpuHsATHIE Mepbl o0ecniedenus OezonacHocTu [1/]H HEgOCTaTOUHBI;

BBICOKAsI BEPOSATHOCTh — OOBEKTHUBHBIE MPEANOCHUTKH ISl PeaTU3alliil yrpo3bl CYMIECTBYIOT, H
MepHI 1o obecnieueHuto oe3onacHoctu 11/H He TPUHATEL

Ilpu cocraBneHMM TEpevHsl aKTyalbHBIX yrpo3 Oe3omacHoctd IIJ[H KaxmoMmy 3HauYEHHIO

BEPOSITHOCTH BO3HHKHOBEHUS YTPO3bI COOTBETCTBYET YUCIOBOM KO3 uimeHt Y2, a IMEHHO:

0 — 1t MAOBEPOSITHOM YIpO3BI;

2 — 175l HU3KOW BEPOSITHOCTH YIPO3bI;

S5 — ams cpeHel BEpOSTHOCTU YTPO3bI;

10 — a5 BBICOKOW BEPOSITHOCTH YIPO3bI.

C y4eToM WU3JI0XKEHHOTo, KO3(QHUUMEHT peanu3yeMocTd Yrpo3sl Y OyaeT OnpeaemsiThes
COOTHOILIEHUEM:

Y = (Y1+Y2)/20.

Mo 3Hauenumio koddduIMEHTa peanu3yeMocTH yrpo3el Y BepOanbHash WHTEpIpeTaIus
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peanu3yeMoCTH yrpo3bl (GOpMUPYETCS CISIYIOIIM 00pa3oM:

ecmu 0 <Y < 0,3, TO BOSMOKHOCTD pean3alyy yrpo3bl IPU3HAETCS HU3KOM;

ecmu 0,3 <Y £ 0,6, To BO3SMOXKHOCTb peaii3aliy Yrpo3bl IPU3HAETCS CPEIHEH;

ecmun 0,6 <Y < 0,8, To BO3SMOXKHOCTb peai3aliy Yrpo3bl MPU3HAETCS BHICOKOM;

ecan Y > 0,8, TO BO3MOXKHOCTB peau3aliii Yrpo3bl MPU3HAETCS 0YEHb BBICOKOM.

3aTeM OLICHHWBACTCSI OMACHOCTh KaXJO0M yrpo3sl. [IpH olleHKe OmacHOCTH Ha OCHOBE OIpoca

IKCIIEPTOB  ONpENeNsierTcss TMokKasarenb (CorimacHo 1m. 2.2) ONAacHOCTH — Yrpo3bl ISt
paccmatpuBaemoit UCII/IH. /lanHbIi TOKa3aTeah MOKET IPUHUMATE TPH 3HAUCHUS:

HHU3Kasg OIACHOCTh — €CIM peANN3aldst Yrpo3bl MOXKET TIPUBECTH K HE3HAYUTEIbHBIM
HETaTHBHBIM MOCIIEACTBUSIM ISl CyOBEKTOB MEPCOHAIBHBIX JIaHHBIX;

CpemHss ONAacHOCTb — €CIM pealu3alys yYrpo3bl MOXKET MPUBECTH K HETaTUBHBIM
HOCIIEICTBUSIM JUIS CYOBEKTOB IIEPCOHANBHBIX JAHHBIX;

BBICOKasi OIACHOCTh — €CJIM peaju3allisi Yrpo3bl MOXKET NPUBECTH K 3HAYUTECIBHBIM
HETaTHBHBIM MOCJIEACTBUSIM ISl CYyOBEKTOB MIEPCOHAIBHBIX JIAHHBIX.

B 3aBepiuenne ocymecTBisietcs BbIOOp U3 00miero (penBapUTENbHOrO0) MEpedHs yrpo3
0e30MacHOCTH TeX, KOTOpbIe OTHOCATCA K akTyanbHbIM Juis nanHoit MCIIJJH B cooTBeTCcTBHM C
npaBUjIaMH, NIOKa3aHHbIMU B Tabmuie 2.

Tabmuma 2 — [IpaBuna otHeceHus yrposbl O6ezomacHoctr [1JIH k akTyanbHON

BosmoxHOCTB ITokaszaTenb 0nacHOCTH YTPO3bI
peanu3alyu yrpo3bl
Huskas Cpennsis Beicokas
Huskas HeaKTyaJbHast HEeaKTyaJIbHasl aKTyajbHas
Cpennsis HeaKTyaJbHast aKTyaJbHas aKTyajbHas
Beicokas aKTyanbHas aKTyaJlbHas aKTyajbHas
OueHb BBICOKAs aKTyaJibHasa aKTyaJibHas aKTyaJibHasA

4.4, DxcnepTHBIE MOAXOABI M pPelieHusl MPU MOCTPOEHUH MO/IEIN YIPo3
BriOpannsie u peanuzoBanuble B 1 C: Byxrantepusi B paMKax €€ CUCTEMBI 3allUThl HHPOPMAIH
MEPBI 3aIUTHl HHPOPMAIMH JT0JIKHBI 00eCTIeYrBaTh 4/ YPOBEHb 3alIUIIEHHOCTH.
TexHuueckrue Mepbl 3allUThl WHPOPMALUH PEaTH3YIOTCS MOCPEICTBOM TPUMEHEHHS CPEICTB
3al[UThl KHPOPMAITUH, UMEIOIIIUX HE0OX0MUMbIe (DYHKIIMU 0€30TTaCHOCTH.
Tabnuna 3 — CocraB Mep 3aIIuThl HHPOPMAIMKA U UX 0a30BbIe HAOOPHI JJIi COOTBETCTBYOIIETO
ypoBas 3ammumennocta UCITIH.

YcnosHoe Meps! 3amuThl HHGOpMAMU B HHOPMALIMOHHBIX Kiacc 3ammmmeHHocTH
o0o3HavYeHHE U CUCTEMax UHQOPMAITHOHHON
HOMEDP MepHI CUCTEMBI

4 3 2 1

1. Unentuduxanyst u ayreHTHQUKAINSA CyOBEKTOB 10CcTyna U 00hekToB qoctyma (MAD)

NAD.1 Unentndukanuss u ayTeHTHQHKANUs MOJb30BaTeNlel, | +
SBJISIONIMXCS pa0OTHUKAaMU oriepaTopa

NAD.2 WUnentnduxanma m ayreHTHGUKALUS YCTPOMCTB, B TOM | -
YHCJIe CTAIMOHAPHBIX, MOOMIIBHBIX U TOPTATUBHBIX

NAD.3 YnpapieHue uaeHTUPUKATOPAMH, B TOM YUCIIE CO3AaHue, | +
MIPUCBOCHUE, YHHUTOXKEHIE UACHTU(OUKATOPOB

NAD.4 VYnpasneHue cpeacTBaMH ayTeHTU(HUKAIMU, B TOM 4ucie | +
XpaHeHUe, BblJaya, HWHULUATU3AIMA, OJIOKUPOBAHUE
CPeICTB ayTeHTH(WKANUW M TIPUHSITHE MEpP B CiIydae
yTparsl u (mm) KOMIIPOMETAIIUU CpENCTB
ayTeHTU(HUKALINN
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HNA®.5 3amura oOpatHoit CBSI3U npu BBOIC| +
ayTEeHTHU(PUKAITUOHHON WH(OPMAITIT

NAD.6 Unentndukanus u ayTeHTH(QHUKALUS MOIb30BaTeNed, He | +
SIBJLIIONTUXCST  paOOTHHKaMH — omeparopa  (BHEIIHHX
TTOJTH30BATENICH )

NAD.7 Unentnduxanmsa n ayreHTHOUKAINST 00BEKTOB (halIoBOi

CUCTEMBI, 3allyCKa€MbIX H HUCIIOJTHACMBIX MO,Z[yanI,
00BEKTOB CHCTEM YIIpaBJICHUA 0azamu JaHHBIX,
06T>CKTOB, CO3JaBacMbIX MNPUKIAAHBIM H CICHHUAIbHBIM
IIporpaMMHBIM OGCCHC‘ICHI/ICM, HHBIX 00BEKTOB AOCTyIIa

II. Yopasnenue noctynom cyObeKTOB JocTyna kK o0bekram aoctymna (YI1/])

VIII.1 VYnupapnenue (3aBelcHHE, aKTHBAIMs, OJOKHUpOBaHWE W | +
YHUYTOXXEHHE) YYETHBIMU 3alMCAMU I0JIb30BaTeNel, B
TOM YHCJIe BHEIIHUX TTOJIb30BaTeNeH

VIIJ.2 Peanuzamus HEOOXOIUMBIX METOAOB (IMCKPEIMOHHBIN, | +
MaHIATHBIA, POJIEBOW WM MHON METOM), THUIOB (UTECHHE,
3alHCh, BBIMIOJIHEHWE WIM WHOW THMI) U TPaBUI
pasrpaHUYCHHUS TOCTYIIA

VIIA.3 VYnpasnenue (Quiabrpanusi, MapHmpyTH3amus, KOHTPOIb| +
COCAMHEHMH, OJHOHANpAaBJICHHAS Tiepelaya W HHBIC
CHocoObI  yIpaBlieHUs1) HWH()OPMAIMOHHBIMHU TTOTOKAMH
MEXIy YCTPOWCTBaMH, CEerMEHTaMu HH()OPMAIMOHHOM
CHUCTEMBI, a TaKke MeXIy HWHPOPMAHOHHBIMH

crcTeMaMHu
YII.4 Paznenenne momHOMOYMIA  (poyieid)  ToJIb3OBaTeNeH,| +
aJIMUHHCTPATOPOB " JIWIL, 00ecreYnBarONINX

(YHKIMOHUPOBaHNE HH(OPMALMOHHON CHCTEMBbI

VIIO.S Hasnauenne MHMHUMaNpHO HEOOXOAMMBIX TIpaB H| +
MPUBHWIIETHI  TONG30BATENsIM,  aJIMAUHUCTpaTOpaM M|
JIMIAM, o0ecreunBaronuM (YHKITHOHUPOBAHHUE

WHPOPMAIMOHHON CUCTEMBI

YIIA.6 OrpannueHue  HEyCHEIIHBIX  MOMBITOK  BXoja B| +
WHPOPMALMOHHYIO CUCTEMY (mocryma K
nH(OPMAITMOHHOMN CHCTEME)

VIII.7 IIpenynpexaenue 1oJib30BaTeNsl NpPU €ro BXOHI€ B |-
nH(OPMAIMOHHYKD ~ CHCTEMYy O  TOM, 4YTO B
WH(POPMAITMOHHONW CUCTEME PEATM30BAHBI MEPHI 3aIUTHI
nHpOpMAIMK, W O HEOOXOAUMOCTH COOIOICHUS WM
YCTaHOBJIGHHBIX  ONEPaTOpOM  TpaBuid  00pabOTKH
nHpOpPMaLTUH

VII.8 OrnoBenieHue MOJNb30BATEN MOCIAE YCHEIIHOIO BXOJa B
MH(OPMAITMOHHYIO CHCTEMY O €r0 TIPEABIAYIIEM BXOJE B
WH(OPMAITMOHHYIO CHCTEMY

VIIA.9 OrpannueHue 4yuciaa MapauleIbHBIX CEAHCOB JOCTyIa
ISt KaXKII0i YYETHOMU 3aIIMCcu T0JIL30BaTEIS
WHPOPMALMOHHON CHCTEMBI
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VIIJ.10 BnokupoBanue ceanca npoctyna B HH(OPMALHUOHHYIO
CHCTEMYy IOCJI€ YCTAaHOBJIEHHOI'O BPEMEHHU Oe3aeicTBUs
(HEaKTHBHOCTH) IOJT30BATENS HITH TI0 €T0 3aIpOCcy

VII.11 Pazpemrenne  (3amper) — AEMCTBHII  TOJb30BaTeleH,
pa3penieHHbIX 0 HISHTU(DUKAIIMN U ayTeHTHHUKAITUH

VII.12 [lomnmepxka u coxpaHeHHe aTpuOyTOB O€30MaCHOCTH
(MeTOoK ©€30IMacHOCTH), CBS3aHHBIX C WHGOpMaIHeH B
MPOIIECCe e¢ XPaHESHUs U 00pabOoTKU

YIIA.13 Peanmuzanus  3alMILEHHOTO  YJAJIEHHOrO  JOCTyHa
CyOBEKTOB 0CTyNa K 00bEKTaM JOCTyIa Yepe3 BHEIIHHE
WHPOPMALUOHHO-TEIEKOMMYHHKALIMOHHBIE CETH

VIIA.14 PernameHranuss M KOHTPOJb  WCIOJIB30BAaHUA B
WHPOPMALMOHHON CHUCTEME TEXHOJIOTHI OeCIpPOBOIHOTO
JOCTyTa

VIII.15 PermamenTauua W KOHTPOJIb  HWCMOJB30BaHUA B
WHGOPMALMOHHON CHUCTEME MOOWIBHBIX TEXHHYECKHX
CPENCTB

VIII.16 YmupaBnenue B3auMojeiicTBHEM C HH(POPMAIMOHHBIMHU

CUCTEeMaMH  CTOPOHHUX  OpraHu3anuil  (BHEIIHHE
WHPOPMALTUOHHBIE CUCTEMBI)

VIIA.17 Obecneuenue JTIOBEPEHHOM 3arpy3ku CpEeJICTB
BBIUMCIIMTEIbHON TEXHUKU

II1. Orpannyenne nporpammuoit cpeast (OIIC)

OIlC.1 VYnpasnenue 3amyckoM (0OpamieHHsMH) KOMIIOHEHTOB
IIPOrPpaMMHOI0 OOECIIE€UYeHHs], B TOM YMCJIE OIpE/EIeHUE
3aIyCKaeMBbIX KOMIIOHEHTOB, HACTpOWKa IapaMeTpoB
3allycka  KOMIIOHEHTOB, KOHTPOJb 32  3allyCKOM
KOMITOHEHTOB NPOTPaMMHOT0 00eCTIeYeHUs

OIIC.2 VYnpaBneHue ycTaHOBKOH (MHCTaJUIALMEH) KOMIIOHEHTOB |-
IIPOrPaMMHOI0 OOECIE€YeHHs], B TOM YMCJIE OIpE/AEIECHUE
KOMITOHEHTOB, TOJJIEKAIINX YCTaHOBKE, HACTpOWKa
MapaMeTpoB YCTAHOBKM KOMIIOHEHTOB, KOHTpPOJIb 3a
YCTaHOBKOH KOMIIOHEHTOB ITPOIPaMMHOTO 00€CTICYEeHUS

OIIC.3 VYcraHoBKa (MHCTaJUIALMS) TOJIBKO PAa3pelleHHOTo K
WCTIONB30BAaHUIO TMPOrpaMMHOrO olecredeHus: U (WIIn)
€ro KOMIIOHEHTOB

OIIC.4 VYnpaBneHue BpeMeHHbIMH QaiiaMu, B TOM 4YHCIeE
3allper,  paspelleHue,  IepeHanpaBlieHHe  3alllcH,
yllaJieHe BpeMEHHBIX (aiijoB

IV. 3amuTa MammaERIX HOocuTenel nHpopmarmu (3HN)

3HN.1 VYder MalIMHHBIX HOCUTENEeH HHPOPMALTUH

3HIN.2 VYnpasneHne AOCTYNIOM K  MAIIMHHBIM  HOCHUTEISIM
nHpOpPMaLUH
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3HN.3

Kontpons  mepemerieHuss  MallMHHBIX ~ HOCHUTEJEH
nH($OpMAITNH 32 TPeIeTbl KOHTPOIUPYEMOH 30HBI

3HN.4

HckmoueHne  BO3MOXHOCTH — HECAHKIIMOHHPOBAHHOTO
03HAKOMIJICHHUSI c cojiep)KaHueM WHPOPMAITUH,
XpaHsmecss Ha MAIIAHHBIX HOCHUTENAX, W  (WJIHN)
WCIIONIb30BAaHUS  HOCHUTENCH WHGOpMAMKM B  WHBIX
MH(OPMAITMOHHBIX CHCTEMaX

3HU.5

Kontpons ucnons3oBanus narepdeiicoB BBoga (BbIBOAA)
WHPOPMALUKN HA MAIIMHHBIE HOCUTENN HHPOPMAaLUU

3HU.6

Kontpons BBoja (BbIBoga) MH(pOpMAIMKM Ha MaIIWHHEBIE
HOCUTENH HHPOPMALIUU

3HN.7

KoHTponp  moakimo4YeHHs  MAIIMHHBIX  HOCHTENIEH
HHpOpPMALTUH

3HU.8

VYHuuTOokeHue (ctupaHue) WHPOpPMALUK Ha MAaIlMHHBIX
HOCHUTEJSX MPH UX Tepenade MeXIy MOJIb30BaTEIsIMU, B
CTOPOHHHE OPTraHW3aLlUH Al PEMOHTA WIHM yTUIH3aLuH,
a TaKxKke KOHTPOJIb YHUUTOXKEHHUS (CTUpaHU)

V. Peructpanus coosituii 6ezonacaoctu (PCh)

PChb.1

Onpenenenne CoOBITHH 0E30MACHOCTH, TIOIJIEKAIIUX
perucTpanyy, ¥ CPOKOB X XPAHCHHUS

PCb.2

Ompenenenue cocraBa W COACp)KAaHHA HHPOPMAIMU O
COOBITHSAX 0€30MaCHOCTH, TIOIEKAIIUX PETUCTPAITUU

PCB.3

Co6op, 3anuch M XpaHeHHe HH(POPMALUU O COOBITHSX
0e30MacHOCT B TEYCHHE YCTAHOBJIEHHOTO BpPEMEHH
XpaHEeHUs

PCb.4

PearmpoBanne Ha cOOM TpPU pErHCTpaldd  COOBITHI
0€30IacHOCTH, B TOM YHCJIE allllapaTHbIe W IPOrPaMMHEBIC
omuOku, cOom B MexaHuW3Max cOopa WHPOpPMAIUH H
NOCTH)KEHHE TIpeleia WM TIepenojHeHHs o0bema
(eMKoCTH) TaMATH

PCB.5

MoHuTopuHr  (IIPOCMOTp,  aHaIM3)  Pe3yJbTAaTOB
perucTpanuu coObITHI 0e30MacCHOCTH U pearnpoBaHKue Ha
HUX

PCB.6

I'enepupoBanne  BpeMEHHBIX  METOK W (WIHN)
CUHXPOHHU3ALUS CHUCTEMHOTO BpEMEHH B
nHPOPMALMOHHON CHCTEME

PCB.7

3amuTa HHOOPMAIIUK O COOBITUAX 0E30IaCHOCTH

PCB.8

Obecrieyerrie BO3MOXKHOCTH TPOCMOTpa M aHaIH3a
nH(pOpMAITUU O MEUCTBUSX OTACIBHBIX ITOJIB30BATEIICH B
WHPOPMALIMOHHON CHCTEME

VI. ArtuBupycHas 3amuta (AB3)

AB3.1

Peanuzanyst aHTUBUPYCHOM 3a1LIUThI
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AB3.2 OOHoBnenne 0a3pl AaHHBIX MPHU3HAKOB BPEAOHOCHBIX | +

KOMITBIOTEPHBIX IPOTPamMM (BUPYCOB)
VIIL. O6napyxenune Bropxenuit (COB)
COB.1 OObHapy)eHHe BTOPKEHHHA -
COB.2 OO6HOBIIeHHE 0a3bl PEIIAIONTUX MPABUI -
VIII. Kontpons (ananus) 3amuiienHocTr nHGpopmanyu (AH3)

AH3.1 BrusiBnenue, aHanu3 ysI3BUMOCTEH WH(QOPMALMOHHOI | -
CUCTEMBI U OTIEPATHBHOE YCTPAHEHUE BHOBb BBISBICHHBIX
YSA3BUMOCTEN

AH3.2 Kontpone ycraHoBKM OOHOBIEHMH TPOrpaMMHOTO | +
obOecniedeHusi, BKIOYas OOHOBIIGHHE MPOTPAMMHOTO
o0ecriedeHus CPeJICTB 3alIUThl HHPOPMAITUH

AH3.3 KonTpons paboTocrmocoOHOCTH, TapaMeTpOB HACTPOUKH | -
W TPaBWIBHOCTH (PYHKIMOHUPOBAHHUA MPOTPAMMHOTO
o0ecrieYeHus U CPEeICTB 3aIIUTH HH(OpMaLuu

AH3.4 KoHTposb cocTaBa TEXHUYECKHUX CPEICTB, IPOTPAMMHOTO | -
o0ecrieYeHus U CPEeICTB 3alUTH HHPOPMAaLuU

AH3.5 KouTpons mnpaBun reHepauMu W CMEHBl IHapodeif |-

[IOJIb30BATENEH, 3aBEACHUS U YIAJICHHUS YUYETHBIX 3alUCcei
MOJIb30BATENICH, pEIN3alUd TNPaBWI  pasTpaHUUICHUS
JOCTYIIOM, MOJIHOMOYUI MOJIb30BaTENEH B
WHPOPMALIMOHHON CHCTEME

IX. OGecneyenne ueaocTHOCTH HH(OPMALMOHHON cucTeMbl U nHGopMmarmu (OLJI)

OLJI.1

KOHTpONb 1ETOCTHOCTH TPOrpaMMHOTO OOeCTIeUeHHs,
BKJIFOYasi MPOTrpaMMHOE OOECIIeueHHe CpEICTB 3alIUTHI
HHpOpPMAITUH

OLJI.2

KonTpons nenoctHocTn wHGOpMAINK, COJepKAIIeHcs B
0a3ax JaHHBIX UHPOPMAIIMOHHON CHUCTEMBI

OLJI.3

Obecneuenue BO3MOXHOCTHU BOCCTaHOBJICHUS
MPOrpaMMHOTO 00€cIieYeHHrs, BKJIOYas MPOTrPaMMHOE
o0ecriedeHue CpeACTB 3alIuThl  MHGOpMauuu, MpH
BO3HMKHOBCHHMHU HELITATHBIX CUTYaLlUil

OLUL4

OOHapykeHHEe M pearupoBaHHE Ha IIOCTYIUICHHE B
WHPOPMALMOHHYIO CUCTEMY He3anpallnBaeMbIX
AJIEKTPOHHBIX COOOMIeHUH (IMceM, JOKYMEHTOB) M HHOM
WHPOPMAIIUKN, HE OTHOCSIIMXCS K (PYHKIIMOHHPOBAHHIO
WHPOPMALMOHHON CUCTEMBI (3aIUTa OT CIIaMa)

OLUL5

Kontponbs conepxanus mH(pOpManuu, nepepaBaeMoi u3
WHPOPMALTUOHHON CUCTEMBI (KOHTEHHEPHBIH,
OCHOBAaHHBII HAa CBOHCTBaX OOBEKTa JOCTyma, |
KOHTEHTHbBII, OCHOBAHHBI Ha IIOUCKE 3alpEUICHHOM K
nepeaaye MHGOpPMAIMM C HCIOIb30BAHUEM CHUTHATYP,
MacOK M MHBIX METOJIOB), M UCKIIIOUEHHE HEIIPAaBOMEPHOI
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nepeaayun I/IH(l)OpMaI_[I/II/I nus3 HH(bOpMaL[HOHHOﬁ CHCTCMBI

OLUL6

OrpannueHue  IpaB  IOJNb30BaTeNel MO  BBOAY |-
nHPOpPMAaLN B UHPOPMATHOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, ITOJIHOTBI U IIPaBUIIBHOCTU JaHHBIX, | -
BBOJIUMEBIX B I/IH(bOpMaHI/IOHHy'IO CUCTCMY

OLUJL8

KoHTponb OMMOOYHBIX MEHCTBUH ITOJNB30BATEIICH TI0 | -
BBOAy u  (wim) mepemaue — MHPOpMANMH @ H
MpenynpexaeHne  Mojb3oBarelel 00  OmmMOOYHBIX
NEUCTBUAX

X. Obecmnieuenne goctymHocty naGopmarmn (OT)

OAT.1

Hcnonb3oBaHue  OTKAa30yCTOWYMBBIX  TEXHUYECKHUX
CpencTB

OJIT.2

PesepBupoBaHe TEXHUYECKUX CPEACTB, MPOTPAMMHOTIO |-
obecrniedeHus, KaHAIOB TIepenadynl WHPOPMAIIIH, CPEICTB
obOecniedeHus (PYHKIUOHUPOBAHUA WH(POPMAITMOHHON
CHUCTEMBI

OJIT.3

KonTpons 0€30TKa3HOTO (hyHKITMOHUPOBAHUS
TEXHUYECKUX CPEICTB, OOHApyKEHHE H JIOKaJIH3alus
OTKa30B  (pYHKIMOHMPOBAHWS, TNPHHATHE Mep IO
BOCCTAaHOBJIGHHIO  OTKa3aBIIMX  CPEICTB M HX
TECTHPOBaHUE

OJIT 4

[lepuonnueckoe pe3epBHOE KOMMPOBAHHE HHGPOPMALUH
Ha pe3epBHBIC MAIIMHHBIC HOCUTENN HH(POpMaIK

OHT.5

Obecneuenue BO3MOYKHOCTH BOCCTaHOBJICHUS
WHPOPMALIMM C PE3EPBHBIX MAIIMHHBIX HOCHTENIEH
uHpopmanun  (pe3epBHBIX  KOMHMK) B TEYCHHUE
YCTaHOBJIEHHOTO BPEMEHHOI'O MHTEpBaia

OJIT.6

Knacrepuzanus nHbGOpMAIMOHHONW CUCTEMBI W (WMIIH) ee
CErMEHTOB

OJIT.7

KoHTponbk cocTossHMST ¥ KadecTBa TIPEIOCTABICHUS
YIIOTHOMOYEHHBIM JIMIIOM BBIYUCIHUTENBHBIX PECYPCOB
(MoIHOCTE), B TOM YHCIIE 110 Tepeaade nHpopMauu

XI. 3ammra cpensl Buptyanuzanuu (3CB)

3CB.1

Wnentnduxanma n ayreHTHQUKAINSI CyOBEKTOB TOCTyIa
1 00BEKTOB JIOCTYINa B BUPTYaJbHOI MHPPACTPYKType, B
TOM dYHCJIE aJIMHUHUCTPATOPOB YIPABICHHUS CPEACTBAMHU
BHUPTYaIH3aINH

3CB.2

YrpaBiieHHEe JOCTYIOM CYOBEKTOB JOCTyNMa K O0BbEKTaM
JOCTyNa B BHPTYaJIbHOW HH(MPACTPYKTYpE, B TOM YHCIE
BHYTPH BUPTYaJIbHBIX MAIlTUH

3CB.3

Peructpamust coObITHII 0€30MaCHOCTH B BHPTYaIbHOM
UHPPACTPYKType
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3CB.4

Yupaenenue (GunbTpanus, MapHIpyTH3aNus, KOHTPOJb
COEIUHEHHs, OJHOHAIPABIICHHAs Iepeavya) MOTOKAMH
nHbOpMAIU  MEXIy KOMIIOHEHTaMH BHPTYaJIbHOM
MHQPACTPYKTYPHI, @ TAKKE MO MEPUMETPY BUPTYATbHOM

HHPPACTPYKTYPHI

3CB.5

JloBepeHHass  3arpy3ka  CEpBEpOB  BUpPTyalIM3aluH,
BUPTYaJIbHOM  MamuHbl  (KOHTEHHepa),  CEpBEpOB
YIIpaBJICHUS BUPTyaIn3anuei

3CB.6

VYhopapieHue TMEpeMElICHHEM BUPTYyalbHBIX  MallluH
(koHTEitHEPOB) M 00pabaThEIBAaEMBIX HA HUX JAHHBIX

3CB.7

KoHTposib 1e0CTHOCTH BHPTYAIbHON WHQPACTPYKTYPHI
1 ee KOH(pUTypanui

3CB.8

PesepBHOoe KomupoBaHME JaHHBIX, pPE3EpPBUPOBAHHE
TEXHUYECKUX CPEICTB, MPOrPaMMHOIO OOecIeYeHus
BUPTYaJbHON MH(PACTPYKTYphI, a TaKKe KaHAJIOB CBS3H
BHYTPH BUPTYaIbHOU HHPPACTPYKTYPHI

3CB.9

Peanmuszanys v ynpaBieHMEe aHTUBMPYCHOW 3alllUTON B
BUPTYaJbHOI HHPPACTPYKTYpE

3CB.10

Paz0uenune BupTyansHONH MHPPACTPYKTYPHI HA CETMEHTHI
(cerMeHTHpOBaHUE BHUPTYaJIbHONH MH(PACTPYKTYpbI) IS
00paboTkn WHGOPMAIMK OTAETHHBIM TOJIB30BATENEM U
(nnn) Tpynmoi moip3oBaTenei

XII. 3ammura Texandeckux cpenacts (3TC)

3TC.1

3amuTta uHOOpMAIMU, 00padaThIBAEMON TEXHUYECKUMHU
CpEe/ICTBAaMH, OT €€ YTEUKH M0 TeXHHUYESCKUM KaHallaM

3TC.2

OpraHuzanysi KOHTPOJIMPYEMOW 30HBI, B Ipelenax
KOTOPOH TOCTOSIHHO — Pa3MEIIAlOTCsl  CTallMOHApHbBIE
TeXHUUYECKUE CPEJICTBA, 00padaThiBaroliie HHOOPMAIIUIO,
W CpelcTBa 3aliUThl MHGOpPMAIMU, a TaKkKe CpEeICTBa
obecniedeHus: GyHKIIMOHUPOBAHHS

3TC.3

KouTposns u ynpaBiaeHue (QU3NYECKHM JOCTYIIOM K

TEXHUYECKUM CpeJICTBaM, CpeacTBam 3alUTHI
nHpOPMALUH, CpeacTBam o0ecrieyeHus
(YHKIIMOHUPOBAHUS, a TaKKe B TOMEIIEHUS H
COOpY)XEHHSA, B  KOTOPBIX  OHH  YCTAHOBIJEHBI,

UCKITIOYAIOIIME  HECaHKIMOHUPOBAHHBIA  (U3NUECKUI
JOCTYTI K CpeicTBaM 00paboTKu MH(GOPMAITUH, CPEICTBAM
3ammThl  WHGOpPMAIMM W CpeACTBAM  O0ecIeveHHsI
(YHKIMOHMPOBaHUS HMHGOOPMALMOHHOW CHCTEMBI H
MOMEIIECHUS U COOPYKEHUS, B KOTOPHIX OHH yCTAaHOBJIEHBI

3TCA4

Pasmemenne  ycTpoiictB  BbIBOJa  (OTOOpaskeHUs)
nH(pOpMAITUH, HCKITIOYAIOIIee e¢ HECAHKIIMOHUPOBAHHBII
MIPOCMOTP

3TC.5

3ammTa OT BHEIIHUX BO3ACHCTBUH  (BO3ICHCTBHUIA
OKpy>Karolen cpenpl, HECTaOMIBHOCTH
AJIEKTPOCHAOXKEHHUS, KOHIWIMOHUPOBAHUS W  WHBIX




19

BHEIIHUX (PaKTOPOB)

XIII. 3ammura nHOOPMAITMOHHOH CHCTEMBI, €€ CPEJICTB, CUCTEM CBS3H | ITepeaadn JaHHbIX (3HC)

3UC.1 Paznenenne B mH(bOpMarmoHHOW cucTeMe (QyHKIWH TIO |-
YIpaBIeHUIo (aIMIHUCTPUPOBAHNUIO) HH(POPMAIIMOHHON
CUCTEMOH, YIPABICHUIO (aIMUHUCTPUPOBAHUIO)

CUCTEeMOM 3amuThl HH(pOpMaIuu, GyHKIHUH o 00paboTke
vHbOpMaul ¥ WHBIX (QYHKOWA HHOOPMAIMOHHON
CUCTEMBI

3UC.2 [IpenotBparenne 3aICPKKH TN MIPEPBIBAHUA | -
BBITIOJTHCHHS TIPOLIECCOB C BBICOKUM IPHOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MPUOPUTETOM

3U1C.3 Obecneuenne 3amuTbl WHGOpPMAMKM OT pPAaCKpBITHS, | +
Moau(duKalMMd M HaB3bIBaHWSA  (BBOAA  JIOXKHOM
nH(bOpMAaIH) IIPH ee repeaade (MoAroToBKe K Iepeaade)
o0 KaHajlaM CBA3M, HMMCIOIIMM BbIXOJ 3a MPCACibl
KOHTPOJIUPYEMOM 30HBI, B TOM 4HCJIE OECIPOBOIHBIM
KaHaJlaM CBSI3H

31UC.4 ObecnieueHne AOBEPEHHBIX KaHAlla, MaplIpyTa MEXIy |-
aJIMHHUCTPATOPOM,  IIOJIB30BATEIeM M CPEICTBAMH
3amuTel  wHbopMmarmu  (QYHKIUSAMH ~ 0€30MacHOCTH
CpPEeACTB 3aIIUTHl HH()OPMAIINH )

3UC.5 3anpeT HECAaHKLUHOHUPOBAHHOW YNAJCHHOM aKTUBALUH | -
BUZCOKAMEpP, MHKPO()OHOB ¥ HHBIX NEepUPEPHUHHBIX
YCTPOMCTB, KOTOPBIE MOTYT aKTHBHPOBATHCS YAAICHHO, U
OINOBELICHHWE II0JIb30BaTeNiell 00 aKTUBAMKM TaKUX
YCTPOMCTB

3UC.6 Ilepenraya ¥  KOHTPOJNIb  LIEJIOCTHOCTH  aTpUOYTOB |-
Oe3onmacHocTH (METOK 0E30IacHOCTH), CBSI3aHHBIX C
uHpoOpMalmed, npu oOMeHe HHGPOpPMALUEH C WHBIMH
nHGOPMALMOHHBIMU CUCTEMAaMHU

3UC.7 KoHTponb  CaHKIIMOHHUPOBAHHOTO W HCKIIOYCHHE | -
HECAHKIIMOHUPOBAHHOTO  HCIOJIb30BAHUS  TEXHOJIOTHH
MOOWJIBHOTO KOJIa, B TOM YHCJIE PErucTparus COOBITHH,
CBSI3aHHBIX C UCIIOJB30BAHMEM TEXHOJIOTMII MOOMILHOIO
KOJa, WX aHallM3 W pearupoBaHWe Ha HapyIICHUS,
CBSI3aHHBIE C HCIIOIB30BAHUEM TEXHOJIOTMHA MOOHIBHOIO
Kozma

3UC.8 KoHTposns  CaHKIMOHMPOBAHHOTO M HMCKIIIOYEHHE |-
HECAHKIIMOHUPOBAHHOTO  HCIIOJIb30BAHUS  TEXHOJIOTUH
nepeaayd pedd, B TOM YHUCIIE PErucTpanus COOBITHH,
CBSI3aHHBIX C KCIIONb30BAaHUEM TEXHOJIOTUH TMepeaadn
peud, WX aHalM3 W peardpoBaHUE Ha HapPYIICHUS,
CBSI3aHHBIC C HCIIOJb30BAaHUEM TEXHOJIOTUH TIepeaayn
peun

31C.9 Kontpoib CaHKIIMOHUPOBAHHOU u UCKIIFOYEHHE | -
HECaHKIMOHUPOBAaHHOW Tepeayn BHAcOUH(OpMAIUH, B
TOM UYHCJI€ PETUCTpalus COOBITHH, CBS3aHHBIX C
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nepenavyeld  BuicomHpOpMAIMKM, WX ~ aHAIH3 |
pearupoBaHHe Ha HApYUICHWS, CBSI3aHHBIC C Tepenavei
BHICONH(OPMATTIH

31C.10

[ToaTBepxaeHMe MIPOUCXOKICHUS HCTOYHHUKA
nH(pOpMAIUH, TOIy4aeMOi B TPOIECCE OIpeAeTIeHHS
CETEBBIX aJPECOB MO CETEBHIM MMEHAM WM ONPECICHUS
CETEBBIX UMEH II0 CETEBBIM aJ[pecam

3UC.11

OOecrieueHue MOMIMHHOCTH  CETEBBIX  COEIMHEHMI
(ceaHCOB B3aMMOJICHCTBUS), B TOM YHCJE JUIS 3alIUTHI OT
ITOIMEHBI CETEBBIX YCTPOICTB U CEPBHUCOB

3UC.12

HckimoueHne BO3MOKHOCTH OTPHUIIAHUS TIOJIh30BATEIEM
(hakTa oTrpaBKu HH(POPMAIINU IPYTOMY ITOJIE30BATEIIO

31C.13

Hcknrouenne BO3MOXXHOCTH OTPHUIAHHS TOJIB30BATEIIEM
(dakta  momy4deHHs ~— WHPOpPMAIMM  OT  JAPYTOTO
HOJIb30BATENS

31C.14

Hcnonb30BaHue YCTPOHCTB TEPMHHAIBHOIO AOCTYIA LIS
00paboTKu uHpopMaLUU

3UC.15

3amuTa apXWBHBIX (DAiiyIoB, MapaMEeTPOB HACTPOUKH
CpeACTB 3almMThl HMHPOPMAUK H  [POTPAMMHOTO
obecrieueHrss W HMHBIX JAaHHBIX, HE IOIEKAIINX
M3MEHEHUIO B TpoIiecce 00padoTKu WH(OpMAITIH

31UC.16

BrisiBnenue, aHanus 5 OJIOKUpOBaHUE B
MH()OPMAIMOHHON CHCTEME CKPBITHIX KaHAJIOB Hepenadu
nHpoOpMauu B 00XOJ] pEaTN30BaHHBIX MeEp 3allUThI
WHPOPMALIMM WJIM BHYTPH pa3pelIeHHBIX CETEBBIX
MPOTOKOJIOB

31C.17

Paz0ouenne wuHGOPMAIMOHHOW CHCTEMBI Ha CETMEHTHI
(cermenTHpoBaHHe WHGOPMAIMOHHOW  CHUCTEMBI) U
oOecrieyeHWe  3aIIUTBI  I[EPUMETPOB  CETMEHTOB
WHPOPMAIMOHHON CUCTEMBI

3UC.18

Obecnieuenne 3arpy3kd M HCIOJIHEHUS MPOrPaMMHOTO
oOecriedeHUs] C MAaIIMHHBIX HOCHUTeNel wHpopManuy,
JOCTYITHBIX TOJIBKO JUISl YTE€HUSI, U KOHTPOJIb LEJIOCTHOCTH
JAHHOTO POTrPaMMHOI0 0OecreueHHs

31C.19

Wzomsiius  mpoueccoB  (BBIMOJHEHHE TPOTpaMM) B
BBIJICJIEHHOH 00J1aCTH MTaMsITH

31C.20

3ammTa OECPOBOMHBIX COCAMHECHHM, MPUMEHSICMBIX B
nH(OPMAITMOHHON CUCTEME

3UC.21

Uckimouenne pocrtymna Tmoiib30BaTellss K HWH(DOpMAIUH,
BO3HUKIIEH B pe3ynbTaTe MACUCTBUM MpenblayIIero
TIOJTH30BATENSI YE€pPE3 PEeCTPhl, OINEPATHBHYIO MaMSTh,
BHEIITHHAE 3allOMUHAIONINE YCTPOWCTBA W WHBIC OOITHE
JUTS TIOJTL30BaTENeH pecypchl MHPOPMAIIMOHHON CUCTEMBI

31C.22

3ammra  WHOOPMAITMOHHOHW  CHCTEMBI  OT  yTpo3
Oe3omacHOCTH MH(OpMAIINY, HANPaBICHHBIX Ha OTKa3 B
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00CITy>KUBaHUN HH()OPMAIMOHHON CHCTEMBI

31C.23

3ammura mepuMerpa (QU3MUeCKUX W (W) JIOTHYECKHUX
rpaHun])  WHQOPMAMOHHOM  CHCTEMBI  NpPU  €¢
B3aUMOJICHICTBUM €  HWHBIMH  HWH(GOPMAINMOHHBIMHU
cucTeMaMu u HHPOPMAITUOHHO-
TEJICKOMMYHHUKAIUOHHBIMU CETSIMH

31C.24

IIpexparieHue ceTeBbIX COCIMHEHUH MO WX 3aBEPIICHUU
WU 1O UCTEYCHHUH 33JaHHOTO ONEPATOPOM BPEMEHHOTO
HMHTEpBaja HEAKTUBHOCTH CETEBOI'0 COCAMHEHUS

3UC.25

Hcnonb3oBanue B WH(OPMAIMOHHOW CHCTEME WIIH e
CerMEHTaX  pa3IMYHBIX  THUIOOB  OOIIECHCTEMHOTO,
OPUKJIAQTHOTO W CIEHUAIBHOTO  HPOrPaMMHOTO
obecrieueHust (Co31aHue TeTepOreHHON Cpe/ibl)

31C.26

Hcnonp3oBaHue  MPUKJIAZHOTO W CIELHUAIBHOTO
MPOTPaMMHOTO 00ECTIeYeHUs, MMEIOMIUX BO3MOXKHOCTb
(YHKIIMOHUPOBAHUS B CpellaX Pa3IMUHBIX OTEPAMOHHBIX
cucTeM

31C.27

Coznanve  (AMYJAIUS)  JIOKHBIX — MH(DOPMAIMOHHBIX
CHUCTEM WIM HMX KOMIIOHEHTOB, NpEIHA3HAYEHHBIX VIS
OoOHapy)XeHHs, pPETUCTpallii ¥ aHamu3a JeHCTBHA
HapymmiTeiaed B Tpolecce  peaiu3alud  Yyrpos
Oe3ormacHOCTH MHPOPMAITAN

31C.28

Bocnpoussenenue 0XHbIX U (WIKM) CKPBITHE MCTUHHBIX
OTJENBHBIX WH(POPMAIMOHHBIX TEXHOJIOTHA U  (WJIH)
CTPYKTYPHO-(YHKIIMOHATbHBIX XapaKTEePUCTUK
MH(GOPMAIMOHHOM  CHUCTeMbl HWJIM €€  CErMEHTOB,
o0ecreunBarolee HaBs3bIBAHUE HAPYIIUTEII0 JIOXKHOTO
MpencTaBieHuss 00  UCTHHHBIX — WHGOPMAIMOHHBIX
TEXHOJOTHSIX U (WIH) CTPYKTYPHO-(PYHKIIMOHAIBHBIX
XapaKTePUCTUKAX MH(POPMAIIMOHHOMN CUCTEMBI

31C.29

[lepeBoa MHGOPMAIMOHHOW CHCTEMbI WM €€ YCTPOHCTB
(KOMIIOHEHTOB) B 3apaHee OIpEAEIICHHYIO
KOH(UTYpaLuio, o0ecreunBaroLIyIo 3aIINUTY
nH(pOpMaIUH, B CIy4ae BOSHUKHOBEHHH OTKa30B (COOEB)
B CHCTeMe 3aluThl HHGpOpMaNUK WHPOPMAIOHHOM
CHCTEMBI

31C.30

3amuTa MOOMITBHBIX TEXHUYECKUX CPEICTB,
MPUMEHSIEMBIX B HHPOPMALTUOHHOHN CHCTEME

||+|| _

MEpa 3alluThbl HH(bOpMaLIHPI BKJIIOUEHA B 0a30BBIN Ha60p MCp g COOTBETCTBYIOLICTO

ypoBHio 3antumerrocta UCI/IH.

Mepbl 3amuThl MHPOpPMAILIMK, HE 0003HAYCHHBIC 3HAKOM "+", MPUMEHSIOTCS MPH aJanTaiuu
0a3oBoro Habopa Mep M YyTOYHEHUU aJIallTUPOBAHHOTO 0a30BOro Habopa Mep, a Takke MpH pa3paboTke
KOMIICHCHPYOIIUX Mep 3alluThl HHYOPMAIUU B UHPOPMAIIMOHHON CHCTEME COOTBETCTBYIOIIETO Kilacca
3aIIUIIEHHOCTH.

5. Moaens yrpo3 UCI1/In
5.1. UcToYHMKH YTPoO3
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B kadecTBe BO3MOXHBIX HCTOYHHKOB yrpo3 OezomacHoctu II/IH B HacTosmieit Momenn yrpos
paccMaTpUBarOTCA:

BHYTpPEHHUE HaPYIIUTENH;

BHEUIHNE HAPYIIUTEIH.

B kadecTBe BEpOSTHBIX BHYTPEHHHX HapyIIHTENel paccMmarpuBaroTcs monb3oBatenu WCIIH,
uMmerone JseranpHelid  goctyn Kk MCIIJJH. B  kauecTBe BepOATHBIX BHEIIHUX HapylIuTenei
paccMaTpUBarOTCs 3JI0YMBIIUICHHUKH, HE SBISIIOIIUECS COTPYIHUKAMHU YUPEXKACHUS, U HE UMEIOIINe
CBOOOJHOTO JIOCTyNa B KOHTPOIHUPYEMYIO 30HY, & TakKK€ KOHTPAreHTHI, OCYIIECTBISIIOIINE TTOAIEPKKY
NCTL/n.

[MoapoOHoe onmcaHme, XapaKTEpUCTHKA, a TaKkke 0OOCHOBaHKE BBHIOOpA BEPOSTHBIX BHYTPEHHHUX
¥ BHEIIHUX HapyIIUTEeNeld TMpuBeAeHBl B Monenw HapymwuTens, TpeacTaBieHHod B lIpmmoxkennn A
Hacrosme Moaenu yrpos.

6. 3ak/0uenne

K akryansabm yrposam UCIIn 1 C: byxrantepus oTHOCSTCS:

1) IToxgOop noruna/maposst (BHyTpEHHHUE HAPYLINUTEIH ).

2) VYrpossl, peanu3yeMble B XOJA€ 3arpy3KH OIEPalMOHHONH CHUCTEMbl W HalpaBJICHHBIC Ha
nepexBaT mapoyied Wiu WACHTU(UKATOpOB, MomuduKanuio 0a30Boi cucTeMbl BBOna/BeiBoma (BIOS),
nepexBaT yIpaBIeHUs 3arpy3Koi (BHYTPEHHUE HAPYILINUTEIH).

3) Ucnons3oBanue HepocTaTkoB ya3sumocteii [10.

4) Ucnionmp30BaHNE HEJOCTATKOB U YA3BUMOCTEH MPOTrPaMMHOTO 00€CTICUESHNSI.

5) Ilepexsat nnpopMarun (ceTeBoro Tpahuka).

6) Beioc I/l 3a mpemensl KOHTPOJUPYEMOW 30HBI Ha ChEMHOM HOCHUTENE HH(OpPMAIUU
(BHYTpEHHHE HAPYLINUTEIN).

7) YMbIIeHHOE HepaBOMEepHOe BHeceHue n3MeHeHuit B [1/lH (BHyTpeHHIE HAPYIIUTENH).

8) HeymplnenHoe nckaxenue win ynanenue [1/[H (BHyTpeHHHE HAPYIIUTEIN).

9) Yrpo3sl cKaHUpPOBaHWS, HANpaBlICHHbIC Ha BBISABICHHE TUIA WM TUIIOB HCIIOIb3yEMBIX
OTIEpPAITIOHHBIX CHUCTEM, CETEeBBIX aapecoB paboumx craHmwii MCIIJIH, TOIOMOTHH CETH, OTKPBITHIX
MIOPTOB U CIIY>K0, OTKPBITHIX COCAMHEHUH U Jp. (BHYTPEHHHE HAPYLIUTENHN).

10) Texuonoruveckue cOOM, OTKA3bl, ABAPUU CUCTEM O00EeCTICUCHUS.

11) YTpara, kpaxa kito4eil 1 aTpuOyTOB JOCTyNa (BHEIIHNE HAPYITUTEIH).

12) Texnonornyeckue cobou, otkassl, aBapuu CBT.

13) HeymsinieHHOE HapylieHHe HOpMaIbHOTO pyHKinonuposanus UCII/IH.

14) BuenpeHnue BUPYCOB MIIM MHOTO BPEJIOHOCHOTO MPOrPaMMHOTO KOJIa.

CornacHo n. 5 IlocranoBnenus IlpaButensctBa Poccuiickoit @enepanum Ne 1119 HUCIIIx
ABJSIETCS CUCTEMOM, 0OpalaThIBalOLIel MHbIE KAaTETOPUM IEPCOHAJBHBIX NaHHBIX. TakuM o0pa3zom,
coriacHo 1. 10-e [loctanoBnenus [IpaButensctBa Poccuiickoit @eneparu Ne 1119 UCII/In Tpedyer 4-
IO YPOBHS 3alUIEHHOCTH IEPCOHANIBHBIX AaHHBIX NIPU UX 00paboTKe B MH()OPMAILIMOHHON CHCTEME.

CocraB u copep)kaHle OPraHU3alMOHHBIX U TEXHUYECKUX Mep, HEOOXOOUMBIX /ISl BBIITOJTHEHHUS
ycraHoBJIeHHBIX [IpaButenbctBoM Poccuiickoit ®enepanmy TpeOOBaHWI K 3aluTe IEPCOHATBHBIX
JAHHBIX JUTS 4 YPOBHS 3aIUIICHHOCTH.

a) opraHuzalMs pexuMa obecriedeHus O€30MacHOCTH IOMEIEHHWH, B KOTOPBIX pa3MelleHa
WHQOPMaIMOHHAS CUCTEMA, MTPETISATCTBYIOIIETO BO3MOKHOCTH HEKOHTPOIMPYEMOTO IIPOHUKHOBEHUSI HITH
npeObIBaHMS B 3TUX TIOMEIIECHHUAX JIUII, HE UMEIOIIUX TIpaBa JOCTyIa B 3TH TOMEICHHS;

0) obecrieueHre COXpPaHHOCTH HOCHUTENEH TepCOHATIbHBIX TaHHbIX;

B) YTBEp)KJICHHE PYKOBOAUTEIIEM OIlepaTopa JOKYMEHTa, ONPEACIISIOIEro MepeyeHb UL, T0CTYII
KOTOPBIX K TIEpPCOHAIILHBIM JaHHBIM, 00padaThiBaeMbiM B HH(OPMAIIMOHHOW CHUCTEME, HEOOXOUM JIJIsI
BBITIOJTHEHNSI UM CITY>KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH;

I) HCIONb30BAHWUE CPEACTB 3aIUMTHl HMHGOPMALUK, NPOUISININX HPOUEAYPY OLEHKH
COOTBETCTBHS TpeOOBaHMSIM 3aKoHOAaTeNbcTBa Poccuiickoit ®enepannu B obnactu  obecriedeHUs
OesomacHocTd HMH(pOpPMANMK, B CiIy4ae, KOrJa NPUMEHEHHE TaKUX CpPEIACTB HEOOXOAUMO IS
HEUTpanu3alny aKTyaJbHbBIX YIPO3.

1. OGecneueHune  pexuMa, MPEMATCTBYIOMIETO  BO3MOXKHOCTH  HEKOHTPOJIMPYEMOTO
NPOHUKHOBEHUSI WM NPeObIBaHUS B TOMEIIEHHAX, IJie pasMmenieHbl ucrnonb3dyemble CK3U, xpansTcs
CK3U u (nnm) HOCHUTENN KIIIOYEBOH, ayTeHTU(UIMpYIoeld 1 napoiabHoii nHpopmanun CK3U (manee -
[lomerenus), uL, He UMEIOIMX NpaBa JocTymna B [loMerieHus, KOTopoe JOCTUTAeTCs ITyTeM:



23

a) ocHameHus IlomemeHuil BXOOHBIMHM [BEPbMH C 3aMKaMH, OOECIEUEHUS IIOCTOSHHOTO
3akpelTus 1Bepell [loMmerneHnii Ha 3aMOK M UX OTKPBITHS TOJIBKO JUI CAaHKLIMOHHPOBAHHOI'O IPOX0Ja, a
TaKke omnedaTeiBaHug llomemennii mo okoHUaHMM pabodero AHA WU oOopynoBanue I[lomemenuit
COOTBETCTBYIOLUIUMH TEXHUYECKUMH YCTPOICTBAMM, CHUTHAIM3HUPYIOLIUMH O HECAHKIIMOHHUPOBAHHOM
BCKpbITHU [loMelennit;

0) yrBepkaeHus mpaBwi goctyna B [lomemenust B pabodee u Hepabouee BpeMs, a TaKkke B
HEIITATHBIX CUTYalHsX;

B) YTBEP)KICHHS IIEPEUHs JIULI, UMEIOLINX MpaBo aoctyna B [lomenienus.

2. ]l obecrieueHnst COXpaHHOCTH HOCHUTEINEH MepCOHATBHBIX JaHHBIX HEOOXOAUMO:

a) OCYILECTBISITh XpaHEHHE ChEMHBIX MAIIMHHBIX HOCHTENEH MEepPCOHAJIbHBIX JaHHBIX B ceiidax
(MeTammyeckux mkadax), 000pyIOBaHHBIX BHYTPEHHHMH 3aMKaMH C ABYMS WK Oojee ayOIuKaTaMu
KIIOYeH U NPHUCHOCOONEHUSAMH Ul OIEYaThIBAHHMS 3aMOYHBIX CKBAKMH HJIM KOJOBBIMHM 3aMKaMmH. B
ClIy4ae eciy Ha CheMHOM MAalllMHHOM HOCHTEJE MEPCOHANBHBIX JaHHBIX XPAaHATCSA TOJIBKO MEPCOHANBHbIE
JaHHbIe B 3amIM(ppoBaHHOM ¢ mcrnoibp3zoBanueM CK3U Buze, nomyckaercst XpaHeHHE TaKUX HOCHTENEH
BHE
ceiidoB (MeTaIMUecKuX MKadoB);

0) oCymIecTBIATh TOIK3EMIUIIPHBIA Y4eT MAIIMHHBIX HOCHTENICH IEepCOHANbHBIX JaHHBIX,
KOTODPBIM [OCTUTaeTcss IyTeM BENCHMS JKypHajla ydeTa HOCHUTENIeH MEepCOHAIBHBIX MJAaHHBIX C
UCIIOJIb30BaHUEM PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB.

3. J171s1 BBIIONTHEHHSI TPEOOBaHUH, yKa3aHHBIX B MOAMYHKTE "B", HEOOXOAMMO:

a) pa3pa0oTaThb W YTBEPAUTH NOKYMEHT, ONPENCNIAIONIMNA MEpEeYeHb JIUL, AOCTYNl KOTOPBIX K
MEPCOHALHBIM JTaHHBIM, 00pabaThIBaeMbIM B WH(OPMAITMOHHOW CHCTeMe, HEOOXOUM IS BHITIOJTHEHUS
UMM CITY’)KEOHBIX (TPYIOBBIX) 00SI3aHHOCTEI;

0) moJepKUBATh B aKTYaJIbHOM COCTOSIHUM JOKYMEHT, ONPEACIISIIONINIA MepeveHb JIUI, JOCTYI
KOTOPBIX K TIEPCOHAIFHBIM JTAHHBIM, 00pabaTeiBaeMbIM B HH(DOPMAIMOHHON CHCTEME, HEOOXOIUM IS
BBITIOJTHEHUSI IMHU CITYKEOHBIX (TPYJIOBBIX) 0053aHHOCTEH.

4, Jlnsa BeIOJIHEHUST TpeOOBaHMsI, YKa3aHHBIX B MOJNYHKTE "I, HEOOXOIMMO IS Ka)XJOTO W3
YPOBHEH 3allMIICHHOCTH NEPCOHaNbHBIX AaHHbIX NpuMmeHeHue CK3UW cooTBeTcTByROLIEro Kiacca,
NO3BOJAIOLIIMX ~ o0ecrneuynBaTh  0€30HaCHOCTh  HEPCOHAIBHBIX  JAHHBIX  HPU  pealn3aluu
LeJIeHaIPaBIeHHBIX JEHCTBUIN C MUCIONIB30BAHUEM alMapaTHBIX U (MJIM) IPOTPaMMHBIX CPEACTB C LIETIbI0
HapyiieHus Oe3omnacHoctu 3amuiiaeMbix CK3U nepcoHa bHBIX JAHHBIX WM CO3JAHHUS YCIOBHH IS
3TOTO (Aajee - aTaka), KOTOPOE JOCTUTACTCS Iy TEeM:

a) TONYYEHHUS MCXOAHBIX JAHHBIX JUIsI (DOPMHUPOBAHUS COBOKYMHOCTH TPENNOJIOKEHUH O
BO3MOKHOCTSX, KOTOPBIE MOTYT MCIOJB30BaThCS MPU CO3JIaHUHM CIOCOOOB, MOJATOTOBKE U MPOBEIECHUHU
aTax;

0) hbopMHpOBaHUs U YTBEPKICHUS PyKOBOAUTENIEM ONIEpaTopa COBOKYITHOCTH MPETIONI0KEHUH O
BO3MOKHOCTSIX, KOTOPBIE MOTYT MCIIOJIb30BaThCs MPH CO3JaHWU CIOCO0OB, MOJATOTOBKE W MPOBEACHUM
aTak, U ONpeAeICHNE HA 3TOW OCHOBE M C YUETOM THIIa aKTyaJlbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) HCIIONB30BaHUS sl obecnedeHHss TpeOyeMOoro YpOBHS 3alIMIIEHHOCTH IE€PCOHATIBHBIX
JAHHBIX TP UX 00padoTke B nHPopmaimonHo# cucteme CK3U kimacca KC1 u Bbime.

HUCIIAn 1 C: Byxrantepusi saBjsiercs:i BHyTpeHHeil UC B ee cocTaBe He NMPUMEHSIOTCSA
CK3M.

Ipuao:xkenue A Mojesb HAPpYIIUTE/IA
A.1 Onucanue HAPYIIMTEJIS

B cootBerctBun ¢ PII ®CTOK PO «Meronuka onpeneneHus: akTyaabHBIX Yrpo3 0e30MacHOCTH
NEPCOHANBHBIX AAHHBIX NpU HUX 00padoTke B MH(OPMAIMOHHBIX CHCTEMAaX NEPCOHAIBHBIX JAaHHBIX)
UCTOYHUKAMH YTPO3, peajM3yeMbIX 32 CUeT HECAaHKIIMOHMPOBAHHOTO JOCTYyNa K WH(POPMAIMOHHBIM
pecypcam UCIIJH, sBisitoTcst CyOBEKThI, AEHCTBUA KOTOPBIX HapymaioT pernamentupyemble B UCIIx
NpaBuiia pasrpaHUYeHUs A0CTYyMa K HHpopManmu.

OTUMH CyObEKTaMH MOTYT OBITh:
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1) HapymuTenh (4EI0BEK);

2) mporpaMMHO-aIlapaTHas 3aKJIaaKa.

Hapymmrenem sBnsercss (pusnmveckoe JUIO WIM TPyMa JUL, cIy4aliHO WM MpeJHaMepeHHO
COBepIIAIOIINE ACHCTBHA, CIEJACTBUEM KOTOPBIX SIBIAETCS HapymieHue OesomacHoctd IIJIH mpu wmx
00paboTke TexundeckuMu cpencrBamu B MCITIH.

C TOuYKM 3peHMs HaJW4Ms MpaB JIETAIBHOIO JOCTYNa B MOMELIEHHS, B KOTOPBIX Pa3MELIEHBI
anmnapatasle cpeactsa UCII/H, HapymuTeny noapasaesnsioTcs Ha Ba THUIA:

1) BHyTpeHHHE HapYIIUTEIN — HAPYLIUTEIH, UMEIOLINE IPaBO CAaHKLMOHUPOBAHHOIO J0CTYyIa B
KOHTPOJINPYEMYIO 30HY;

2) BHEUIHHE HAPYILIUTEIN — HAPYIIUTEIH, HE HMEIOIINE MpaBa CaHKIMOHUPOBAHHOTO AOCTYNa B
IIpeIeNbl KOHTPOIUPYEMOM 30HBI.

A.1.1 Bo3aMoxkHbIii BHYTPEHHUI HAPYIIUTEIb

Ucxons m3 cmocoba ocymectBieHuss poctyna k pecypcam UWCIIIH, a Taxke ypoBHS
BO3MOYKHOCTEH, MpenocTaBisieMblx mTaTHbIMU cpeactBamMu MCII/IH, monHOMOYM, MpenocTaBaseMbIX
U1 paboThl, U KBANU(UKALMKU COTPYIHHKOB, K YHCIIy BO3MOXHBIX BHYTPEHHHMX HapyIIUTEIEH MOTYT
OTHOCHUTBCS:

aamunuctparopsl UCTI/IH;

nonp3oBatenn UCIIIH;

00CITy>KUBAIOIUI IEPCOHAN yUPEKICHHSL.

Anmunuctparopst UCITH

JlanHble JMIA SIBIAIOTCA MOJB30BAaTENIMU C aJIMHUHHCTPAaTHBHBIMU NpuBMiIerusamu. K oron
KaTErOPHH OTHOCSITCSI CHCTEMHBIE M CETEBBIE aIMUHUCTPATOPBI.

Anmunuctparopsl MUCITJIH WMerOT NONHBIA (U3UUECKUH AOCTYN KO BCEM TEXHHUYECKUM U
nporpamMmMHubIiM cpeactBam MCII/IH u oOnagaioT mpaBaMu HACTPOMKH JaHHBIX TEXHUYECKUX CPEICTB H
I10.

[Tonp3oBatenu UCIIOa

JanHple JMna SABISAIOTCS  3aperUCTpupoBaHHBIMU  moib3oBaTenssMu  MCII[AH u  wumeror
CaHKIIMOHUPOBAHHBIA JOCTYN K KOMIUIEKCY MporpaMmMmHo-TexHuueckux cpeacts MCII/IH Ha cBoux
pabounx mecrax. Ilpm 3TOoM dusmyeckuii JocTym K cuctemooOpasyromemy obopynoBanuio MCIIIH
(cepBepsl, cereBoe 00OpynOBaHWE) Uil HUX 3amperieH. [lonb3oBartenn MMEIOT NIOCTYI K pecypcam
NCII[Ina 1 U1 HUX HE peanr30BaHbl MPaBUiia pa3rPaHUYCHNS U KOHTPOJIS CETEBOT0 B3aUMOIEHCTBHSL.

O6cyXrBaromui mepcoHal

K oOcnyxuBarorieMy rnepcoHany OTHOCATCS TaKHe JIMIA, KaKk padodue MoJICOOHBIX IMOMEIICHHUH,
yoopmmiel u T.. [lpu 3TOM 0OCIYyXMBAIOMIMK TEPCOHAN HE SBISETCS 3aperHCTPUPOBAHHBIMU
none3oBatenaMu MCII[IH m He MMeeT CaHKIMOHMPOBAHHOTO JOCTyNa K KOMIUIEKCY IpOTrpaMMHO-
TEXHUYECKUX CPEJICTB.

A.1.1 Bo3MOkHBIii BHEIIHWH HAPYIIUTEIb

K BHEmHMM HapylIUTENsAM OTHOCATCA JIMLA, HE SBIIAIOIIMECS COTPYIHUKAMHU YUpPEXKICHUS,
OECKOHTPOJIbHOE TpeObIBaHWE KOTOPHIX B mNoMeleHusx c¢ obopynoBanuem MCIIJIH HEBO3MOXHO 3a
UCKJIIIOYEHHEM CIy4YaeB HapyIIeHWS BHYTPEHHHUX MHCTPYKUIMH M CIlydyaeB TMPECTYNHOW MIU
TEPPOPUCTHUECKON JEATENbHOCTH. BHEMIHUMH HapymIUTeNIMHU TakKe MOTYT OBITh COTPYIHUKH
KOHTpAareHToB, ocyuiecTsisonmx nogaepkky UCII/IH. BHemHne HapymmTeny Jamie BCero AeHCTBYIOT
y/aJIeHHO, a OCHOBHBIMH YTPO3aMH BBICTYIAIOT YIpo3bl reHeparuu ceTeBbix arak Ha CII/IH, BHeapeHus
BPEJIOHOCHBIX TPOrpaMM, a TaKke Mepexpara WHPOpMalUu B TPOIECCe ee Mepeadd MO OTKPHITHIM
KaHaJaM WH(OPMAIMOHHOTO B3aWMOJEHCTBUS (TepexBaT M aHalu3 ceTeBoro Tpaduka). [Ipu stom
peann3oBaHHAs CUCTEMa 3aIIUTHl MH(POpMAIMKM 3HAYMTENBFHO 3aTPYAHSET BO3MOXKHOCTH BHEIIHETO
HaAPYIIATES 10 U3YYCHUIO0 YHKIIMOHAIBHBIX 0coOeHHOCTeH padoTel MCII/IH 1 npoiieccoB, CBSI3aHHbIX C
nepeaadyerd 3amumaeMo nHGopMalny, a TaKKe O CTPYKType M (YHKUMOHUPOBAHUU CPEACTB 3alUTHI
MHPOPMALIUH.

A.2 IIpennoJio:kenue 0 KBATU(UKAIMN BO3MOKHBIX HAPYIIMTEEH
A.2.1 Bo3MOKHBIIl BHYTPEHHU HAPYIINTEJb
Anmunnctpatopst UCITH
Anmunuctparopsl UCII/IH sIBIISIOTCS BRICOKOKBATM(UIIUPOBAHHBIMHU CIICIIMATUCTAMU B 00JIaCTH
WCIIOJIb30BaHMsI TEXHIUUECKUX CPEJICTB NepexBaTa NH()OPMAIIUH, a TAKXKE IPOTPAMMHBIX CPEJCTB aHaIu3a
ceTeBoro Tpaduka, CKaHUPOBAHUS YCTPOWCTB, TOJKIIOYEHHBIX K ceTH. KMerT mocraTouHyro
KBAIM(UKALIMIO ¥ BO3MOXHOCTh (NPUBUJICTUH JOCTYIA) JUIsl OCYIIECTBIICHHUS JIIOOBIX BHUIOB aTak Ha
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mo0bsie kommnoneHThl MCIIdH (cepBeprl, ceteBoe obopymoBanue, APM). Ammunuctparopsr UCIIJIH
00amaroT mosHoM uHpopMaIlrei 00 ucrnoib3yemMoM B nH(opMannonnoi cpegae MCIIJIH cucTeMHOM |
npuxiagHoM I10.

ITonw3oatenu UCIIIu

[Nomp3zoBarenn UCII/IH moTeHIIMaIbHO MOTYT 001a/1aTh 3HAHUSAMH B 00JIaCTH HH(POPMAITMOHHBIX
TEXHOJIOTHH, a8 TaKkKe MOTYT UMETh JOCTATOYHYIO KBaJIM(HUKAIMIO IJIsI OCYIIECTBICHUS! CKaHUPOBAHUS
PECYpCOB CETH, aHalHM3a CEeTeBOro TpaduKa W TEHEpaliH pPa3IWYHBIX TUIOB CeTeBhIX arak. OHu
o0namaoT  HEOOXOAWMBIMH  aTpuOyTamu  (JIOTWH/TIapoib Wik 1udpoBoit  ceprudukar),
00ecrnevYnBaonuMH IOCTY K 3aIIXIaeMoil HH(OpMAaIi.

O6cnyXrBaromMi mepcoHal

OOcnyXnBarOIMi TEPCOHAT HE HMEET CAHKLHMOHHUPOBAHHOIO JOCTYIAa HEIMOCPEACTBEHHO K
napopmarmonnon cpene HWCIIHu (unTepdeticer wucmompdyemoro [10), ogHako MOXET MOIYYUTH
BpPEMEHHBII JOCTYNl K €€ TexXHHYecKuM cpeactBaMm. OOCTyXKWBalOIIMK TepcoHan He obnanaer
JOCTaTOYHBIMU 3HAHUSAMH B OOJIACTH WH(POPMALUOHHBIX TEXHOJOTHH ISl MpoBeAeHHS 3PPEKTHBHBIX
aTak.

A.2.2 Bo3MOXHBIIi BHCIIHN HAPYIIUTEJIb

BHeninuit HapymuTens SBseTcs KBATH(OUIUPOBAHHBIM CIIEIIMATHCTOM B 00JIACTH CKAHUPOBAHHUS
PECYpCOB CETH, aHaJIM3a CETEBOro Tpauka U reHepaluy pa3InIHbIX THIIOB CETEBbIX aTaK, B TOM YHUCIIE U
C UCIIOJIb30BaHUEM HECTaHIApTHBIX MPOTOKOJIOB. Hapymurens umMeeT JOCTaTOYHYIO KBaTU(DUKAIIUIO IS
reHepalu arak Ha uHTepecywoomue pecypchl MCIIJIH u cpencTBa 3ammrhl MHOOPMALMU U MOXKET
MCTIONB30BaTh cBOOOAHO pactpocTpansiemoe I10 u CBT.

A.3 BreiBons! o BeposTHbIX HapymmTessax st UCI I

Hcxons M3 MpUBEJECHHOTO ONMUCAHMS BO3MOXKHBIX HapYIIUTENEH W MX KBATU(HUKAINUH, MOKHO
OTIPENIETUTH BEpOATHBIX HapymuTenen st UCIIIx.

PaccmatpuBas agmuaunctpatopos VCII/IH B KadecTBe BEpOSTHBIX HAPYIIATENEH, HEOOXOIUMO
NPUHUMATh BO BHUMaHHUE TOT (DaKT, 4TO aIMUHICTPATOPBl HA3HAYAIOTCS M3 YUCa 0CO00 MPOBEPEHHBIX U
noepeHHbIX Jui. KommuectBo aamuuuctparopoB MCII[IH mo cpaBHEHHUIO ¢ YMCIOM IOJIb30BaTesel
UCII[JlH w™mano, d9Yro TMO3BONISET, BO-TIEPBBIX, OCYIECTBIATh J(PQPEKTUBHBIA KOHTPOIb 32 WX
JeSITeIbHOCTHIO, BO-BTOPBIX, HAJUIeKalle MOTHBHPOBAaTh MX HA HAJUIEXKallee BBIIOJIHEHHUE CITY>KEOHBIX
00s13aHHOCTEH.

K apmunuctparopam UCIIIH npuMeHSIOTCS OpraHu3alOHHBIE MEPHI, BKIIIOYAIOIINE KaJpOBbIE,
aJIMUHUCTPATUBHBIE U PEKUMHBIE.

KanpoBbie Mepbl peann3yloTcsl OCYIIECTBICHHEM JKECTKOTO 0TOOpa KaHIMJATOB Ha JIOJKHOCTh
agmuauctparopa MCII[lH B cooTBeTCTBUM ¢ TpeOOBaHUSAMH BHYTPEHHUX pErJIaMEeHTHPYIOLIIX
JOKYMEHTOB.

HesrensHocts aaMuHucTpatopoB WCII[IH pernameHTHpoBaHa, OOS3aHHOCTH 3aKpEIUICHBI B
JIOJDKHOCTHBIX MHCTPYKIHSX, PE3YJIbTaThl M KAYeCTBO Pa0OTHI IEPHOANIECKH KOHTPOIUPYIOTCS.

PexxumHBIe MEpBI peanu3yloTcs 3a c4eT KOHTposs nercTtBuil agmuHucTpaTtopoB MCII[IH co
CTOpOHBI MeHekepa 1o ayaAuTy HHGOPMAIOHHOH 0€3011aCHOCTH .

Peanuzamnus nepedrcieHHBIX BBIIIE OPraHMW3ALMOHHBIX MEp IMO3BOJSIOT HE paccMaTpHBaTh
aamuaucTparopoB MCIIJIH B kauecTBe BEPOSTHBIX HAPYIIUTETEH.

PaccmarpuBas monp3oBateneit MCIIJIH B kadecTBe BEpOSTHBIX HapyLIUTeNeH HEO0OXOAUMO
NpUHUMATh BO BHHUMaHHE, YTO, C OJHOW CTOPOHBI, K MOJb30BaTENIsIM HPUMEHSETCS TOT K& Habop
OpraHM3alMOHHBIX Mep, 4To U K anmuHucTpatopam UCII/IH, onHako, HEJOCTaTOYHBIN YPOBEHb.

KOHTpOJIA 32 JCHCTBHSMHU IOJIB30BAaTENEH, MMEIOIIMX [IUPOKHE TIOJIHOMOYMS, a TaKXKe
CPABHMUTEIBHO HEBBICOKAs MOTHBALUS COTPYJHUKOB HH3IIETO HCHOJHUTEIBCKOTO 3BEHA, MO3BOJISIIOT
paccmatpuBath nons3oBateneit UCII/H B kauecTBe BEpOATHBIX HAPYIITUTEINEH.

PaccmarpuBas oOcimyXHMBalOIIMK TEpCOHal B KayecTBE BEPOATHBIX HapyIIMTENeH, MOXKHO
KOHCTAaTHPOBAaTh, YTO PEaIM30BaHHbIC (PU3NUECKUE MEPbl pa3rpaHUUYCHUs JOCTYIA, a TAKXKE HEBBICOKAS
KBaJM(HUKAIIUS TaKWUX JIMI IO3BOJSIFOT HE PaccMaTpvBaTh OOCTY)KHBAIONIMH IEPCOHAN B KadecTBe
BepoATHBIX HapymmuTeneit st MCI/Ia.

PaccmaTprBasg BHEIIHMX HapylIuTeNned B KadecTBe BeposATHbIX Hapymmutened st UCIH,
HEO0XOIMMO IPUHUMATh BO BHUMaHHUE, YTO YUCIIO TAKUX JIMI BEIMKO, KBUIH(HUKALNS UX B LIEJIOM TaKXKe
BbICOKA. Peanm3oBaHHBIE MepHI 3aIIMTHI NIEPUMETPa HE MCKIIOYAIOT BO3MOXKHOCTH NPOBEJIEHUS aTak C
UCIOJIb30BaHUEM BPEJIOHOCHBIX IPOrpamMM, a TaKKe MHBIX METOJMK, HANPAaBICHHBIX Ha HMCIIOJIb30BaHUE
HEIOCTATKOB HCHOJIB3YEMOTO MPOrpaMMHOr0 OOecredeHusl. YUHUTBIBas BBICOKYIO MOTHBHPOBaHHOCTD
BHEIIHUX HApyIINTENEW, a TakKe HEJIOCTATOYHO DPAa3BUTYIO IPaBOBYIO 0a3zy aJAMHHHUCTPATUBHOTO W
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YTOJIOBHOTO JEJIONPOU3BOCTBA, MOXKHO PACCMAaTPHUBATh JaHHYIO KATECTOPHIO JIUL] B KAYE€CTBE BEPOATHBIX
HapymImTene.

Taxum 00pa3zom, B kauecTBe BeposTHEIX HapymuTenei ams MCIIIn MoKHO paccMaTpuBaTh:

- moas3oBareneit UCIIdx;

- BHEIIHUX HapyLIUTENICH.



